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GENERAL NFORJATION

The purpose of this modification is to incrementally fuin CLIN 7102 and to correct an error
within the general description of MOD P00003.

Modification P00003 General information is changed as fotlotvs:

FROM: CLIN 7103 is being incrementally funded by the amount o

TO: CLIN 7102 is being incrementally funded by the amount of

Accordingly, said Task Order is modified as follows: A conformed copy of this Task Order is attached to this
modification for informational purposes only.

The Line olAccounting information is hereby changed as follows:

The total amount of funds obligated to the task is hereby increased from by
to

CL1N/SLIN Type Of Fund From ($) By ($) To ($)
710202 RI)T&E 0.00

The total value ot’the order is hereby increased from by to
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SECTION B SUPPLIES OR SFRV1CES ANI) PRti

CL1N - SUPPLIES OR SERVICES

For Cost Type Items:

Item PSC Supplies/Services Qty Unit Eat. Cost Fixed Fee C?FF

7001 3058 DCGS-MC GEO1NT Test and Evaluation 1.0 LO

Supp rt (Fund Type OTHER)

700101 J058 ACRN: AA PR: 1300571955 Funding Doc:

M9545017RC3C648 Cost Code:

7RC9C648120L Funde Expire: 09/30/2017
NUR/OS: 100001230028 0010 (Fund Type

- OTHER)

700102 3058 Incremental Funding ACRN: AD PR:
1300629817 NWA: 100001230028-0010

funding DOC: N9545017RC0C648 Fund

EXP: 30 Sep-2017 (Fund Type - OTHER)

7002 3098 DCGS-MC CEOINT Test and Evaluation 1.0 LO

Support (PMC)

700203 3058 Incremental Funding ACRN: AC PR
1300658332 NWA: 100001278892-0030 Dcc

if. M9545017RC74909 Funds EXP: 30 SEP

2019 (PNC)

For Cost Type / NEP Items

Item PSC Supplies/Services Qty Unit Eat. Coat Fixed Fee CPFF

7004 CDRLS in support of CLINs 7001/7002. 1.0 LO NSF

For Cost Type Items:

Item PSC Supplies/Services Qty Unit Eat. Cost Fixed Fee CPFF

7101 J058 DCOS-MC GEOINT Test and Evaluation 1.0 tO
Support (Fund Type - OTHER)

7102 3058 DCGS-NC GEOINT Test and Evaluation 1.0 LO
Support (RDT&E)

710201 3058 Incremental Funding ACRN: AD PR

1300687051 NWA: 100001339736-0010

Dcc if: M9545018RCR8S32 Funds EXP: 30
SEP 2019 (RDT&E)

710202 J058 Incremental Funding ACRN: AD PR

1300692031 NSA: 100001339736-0010

Doc if: M9545018RCR8SJ2 Funds EXP: 30
SEP 2019 )RDT&E)

7103 3058 DCGS-MC GEOINT Test and Evaluation 1.0 LQ

Support )PMC)
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Item PSC SupplieB/Servicea Qty Unit Set. Coat Fixed Fee CPFF

710301 JOSE incremental Fundinq ACRN: AC PR

1300687051 NWA: 100001278892-0030

Oar h: M9545017RC74909 Funds SIP: 30

SEP 2019 t?MC)

For Cost Type / NSP Items

Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF

7104 CDRLs in support of CLIN 7101/7102/7103. 1.0 hO NSP

For Cost Type Items:

Item PSC Supplies/Services Qty Unit Eat. Cost Fixed Fee CPFF

7201 J058 DCGS-t4C GEOINT Test end Evaluation 1.0 00

Support (Fund Tyo - OTHER)

Option

For Cost Type / NS? Items

Item FSC Supplies/Services Qty Unit Set. Coat Fixed Fee CPFF

7204 CDRLs in support of COIN 7201. 1.0 LO NSP

ADDITIONAL SLINS

Additional SLINs will be unilaterally created by the Contracting Officer during performance of this Task Order to accommodate
the funding lines that will be provided under this Order.

5252.216-9205 FEE DETERMINATION AND PAYMENT (INDEFINITE DELIVERY TYPE CONTRACTS) (JULY

2009)

(a) Total Estimated Hours.

The total number of hours of direct labor(including overtime and subcontract hours). but excluding holiday, sick leave.
vacation and other excused absence hours) estimated to be expended under this task order is SEE TABLE BELOW. The
TABLE BELOW direct labor hours include ZERO HOURS of uncompensated overtime labor hours.

(b) Computation of Fee.

The fee per direct labor hour is computed by dividing the fixed lee amount shown in Section B by the number of estimated
hours.

(c) Modifications.

If the Contracting Officer determines, for any reason, to adjust the task order amount or the estimated total hours set forth

above, such adjustments shall be made by task order modification. Any additional hours will be fee bearing, and the additional
negotiated fee will be divided by the additional estimated hours to determine a new fee (applicable to the additional hours
only). lithe te for these additional hours is ditierent from that of the original estimated hours, these hours shall be kept
separate from the original estimated total hours.
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The estimated cost of the task order may be increased by written modification, if required, due to cost overruns. This increase

in cost is not fee bearing and no additional hours will be added.

(d) Payment of Fee.

The Government shall pay fixed fee to the contractor on each direct labor hour performed by the contractor or subcontractor, at

the rate per their basic contract on SeaPort-c per labor hour invoiced by the contractor subject to the contract’s “Fixed Fee”

clause, provided that the total of all such payments shall not exceed eighty-five percent (850°) of the fixed fee specified under

the task order. Any balance of fixed fee shall he paid to the contractor, or any overpayment of fixed fee shall be repaid by the

contractor, at the time of final payment.

Nothing herein shall be construed to alter or waive any of the rights or obligations of either party pursuant to the FAR

52.232-20 “Limitation of Cost” or FAR 52.232-22 “Limitation otFunds” clauses, eitlter of which is incorporated herein by

retërence.

TABLE CIJN FIXED FEE HOURS
FEE PER DIRECT

BASE YEAR lJUt/7002””’F —

OPTION I 7101/7102/7O3

OPflON II 7201

NOTE: The fee shall be paid to the prime contractor at the per hour rate specified in this paragraph regardless of whether the

contractor or subcontractor is performing the work.

5252.232-9200 ALLOTMENT OF FUNDS (JAN 1989)

(a) This contract is incrementally funded with respect to both cost and fee.

(h) The amounts presently available and allotted to this contract for payment of fee, as provided in the Section I clause of this

contract entitled “Fixed Fee”, are as follows:

ITEM(S) ALLOTTED TO FIXED FEE

7001

7002

7101

7102

7103

(c) The amounts presently available and allotted to this contract for payment of cost, subject to the Section G “Limitation of

Funds” clause, the items covered thereby and the period of performance which it is estimated the allotted amount will cover are

as follows:

ITEM(S) ALLOTTED TO COST PERIOD Of PERFORtVIANCE

7001 24 January 2017 -23 January 2OlX

7002 24 Januan’ 2017 -23 January 2018

7101 24 January 2018 -23 January 2019
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7102 24 January 2018 - 23 January 2019

7103 24January2OlB -23Januarv2Ol9

(d) The parties contemplate that the Government will allot additional amounts to this contract ftom time to time by

unilateral contract modification, and any such moditication shall state separately the amounts allotted for cost and for

fee, the items covered thereby, and the period of perfonnance the amounts are expected to covet.
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SECTION C DESCRIPTIONS AND SPECIFICATIONS

SPECIFIC.VI’IONSISi FFMEN I OF WORKIPERFORM V%f’E WORK STVI EIENT

\Vork under this pcrlbrinance—bascd Task Order will he perlormed in accordance with the following description spcctltcatioits taterncnt ot

work (SOW) rsliii_h herein will he retirrcd to as Perhmsance Work Statement (PtVS)

SHORT TI [IF; DCGS-MC GEOINT TEST & LVALUM1ON SUPPORT

1.0 I’URI’OSE

Ii SCOPE

Flits work will consist of that t1m irt requ red to prov dc requirenicuts ii ailagenrent, SVStCiit. SO (10 imft’tiitd I ureroperahil tv testing rind Quid tv

Assurance (QA) stipporl for Space mud Naval Wartiire S stems Center Atlantic (SSC Atlantic) ut support of the Distributed Common Ground

Station Marine Corps IDCGS-MC GLOINT) program otrr’eord

N O’IY Work sOil tot be pcrftrrmed in AiglianisLun

2.t) APPLICAIILE DOCt MENIS fANI) DEFINITIONS)

lire Contractor shah ensure all riork accomplished on task tnihmzes tIre best commercial practrces’mnd current acceptable tndustrt standards, The

applichie re6ercirccs amid -landads invoked will van’ within individual tasks and seill be specifically called—omit in erich i)isk Order In

acemirctarrce with Dr finse Acqm’i ton l’ol rev changes. maxm iiiiiiii Ut ml cation of norm—mws en uncut standards will he nirmde w here’. er practical

Where backward conrpitmbihii with existing systems is required. selected rmcroperabmtite standards reill he invoked For purposes olbidditig,

die tollowing dmmctrrnenls nrc no! exclusive: liuwever, all contractors shall be able to meet those cited sslten applicable to the Frisk Order.

2 I REQIJIRLI) DOCUMIiN US

the following rirsmrimorrat docutnenis arc mnandaiory fir use Unless oiherwrse specified, the document’s eiiecmmve thrw t issue is lire itale on the request
or propuval Additional applicable duicurirenis nirrs he included in specmlrc lask Orders

fltle

ol) Rc5mtlimtion I rr Onnvl Sccunti I ron tnt dtd I in 87

Diii) Ni mmii In fomi atioir Secitrits Progrant NI art ual cUd 23 I eb 12
DoD Drrccti’. c Oper iticins S urrits (OPSl C I Probr im dtd 21) arm 12

DoD Manual Operations Security tOPS C) Program Manual dtd 3 Nov (18

DoD Manual National lndustril Sceunit Program Operating Manual

(NISPOM) did 28 Feb06 —

Dol) Instruction National Industrial Security Program dtd I 8 Marl I

Information Assurance Woikkrrec lmpmvwinent Program dtd 19 Dec 05 with

Change 3 dtd 23 .Tan 12

DoD Directive Information Assurance ‘Framing, Ceititicatiun, and
Worklorce Management cUd 15 Aug04

DON lolbmurimon Assurance Workforce Munagenient Manual did May 2009

Secretary of the Nasy Manual — DoN Personnel Security Program dtd Jun

2006

DoN Information Assurance Policy’. 17Jun09

I DoN Regulation Persottncl Securily Program
SPAWAR Instruction Operations Security (OPSEC) Policy dtd 2 Feb05

Document Number
a Dol) 5200,2-11

li DoOM 520001

L c. DODD 52(15 021:

U. Dol) 5205 02-M

e DoD 522l).22-M

DoDl 5220.22

g DoD35700I-M

Ii DoDD 8570 1)1

. 1SLCNAV M-5239 2

I SECNAV M-55 10.31)

I.. SECNAVINS’I 523930

SI CNAVINS’l 5511)311

or SRAWARINS1 3432.1
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ii SPAWARSYSCENLAN’IYNST 290). IA

22 GUIDANCE DOCUMENTS

Space and Naval \Varfare Systems Center Atlantic Instruction — Deploment
of Personnel and Contractor Employees to Specific Mission Destinations, of
28 Dec 09

lhe foIloi ug documents are to be used as guidance. Unless othersvise specified. the document’s cllècti’.e date of issue is the date on the
request for proposal. Additional applicable documents may be included in specific Cask Orders,

Document Number

a. MIL-IIDI3K-6lA

Ii MIL-Si D-t3ON

cl. l’clIl —SI D—lOlO

DuDl 3021)11
DoDI 4l6I02

DoDM- 1000 l3-M-V I
I’ II’S PUB 201—2

‘I’itIe
Con liguration Ivlunagcincitt

Dot) Standard Practice Identification Marking ofUS Military Property

Dol) ‘idsl Method Standard I)oD Preferred Methods for Acceptance Of

Product

e. DuD Instruction Operational Contract Support (OCS). 2(1 Dcc 0

LI. Dot) lnstntctwn Accountability and Management of Government Contract

Property, 27 Apr l2

c DuDI 5000 02 Dcl) lnstrttction Upcr ttton 01 IN. Dclcnse Acquisition Ssstcrn

F ISO 9001 (ANSI ASQ Q900 It International Organo’ation for Standardization (American National Standard
tnstittite/Amcricuti Society for Quality)— Quality Management Systems,
Rcquircnients

ISO II C 122(17 lnternalionnl Organiiation for Standardization! International
Eleetrotechnieal Commission: Systems and Software Enunecring
Soliware Life Cycle Processes

It. I SO/I EC I 5288 Intermit tonal Organization br Standard i zut ion! International

Llectroteehnical Commission: Systems and Sottware Eiigineerinct

- System Life Cycle Processes

II I I Std 12207 2008 Sx stcms rnd Sollss arc Litinecring — Soflusare tile Cyclc Proccsscs

I ISPD— 12 I lomekind Security Presidential Directive — Policy br a Common
Identilication Standard br Federal Empto ecs nod Contractors, Atigust
27. 2004
Dot) Mnu it — Dol) t&ntitic jima C irds If) card I ilc C’,clc dtd 23 lan II

I - Federal lnlbnnatioti Processing Standards Pubtication 201—2 Personal
Identity Verification (PIV) of Federal Eniploees and Contractors, August
20t3

in Fin ni —0. 0MB No. I 15—01 36 US Department oliustice liuntigration and Naturalization Services. Form 1—9
OMI3 No 115—0136 — t’mploy inent Eligibility Vciitication

ii N A SSC Atlantic Contractor Check—in portal Iittps:hwikt spass ar nav mit
/conllttencc/dispkiv/SSCACOG/Contractor+Cheekin

N A SSC Atlantic OCONUS Travel Guide ponat buns: ss iki spuwarnat tail

konttticncc/dispIasISSCAL OU/OCONUS4 I r’iuel mdc

2.3 SO))RCF OF DOCUMI NTS

flie contractor shall obtain all applicable documents Many docunicuts are available l’roni online sources Specifications and
commercial indu-ariat documents may he obtained from the following sources.

Copies olFederal Specifications may he obtained ‘rum General Services Administration ODices in Washington, DC, Seattle, San Francisco.
Denver. Kattsas City MO . Chicago Atlanta, Ness York, Boston Dallas and Los Angeles.

Coptcs of military’ specifications nias be obtained from the Commanding Officer, Naval Supply Depot, 3801 Tabor Avenue. Philadelphia. PA
19120-5099 Application for copies ol other Military’ Docurnenty sltould be addressed to Commanding Officer, Naval Publications and Forms
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Center, 5801 labor Ase Philadelphia. PA l9l20-509P

All other commeicial and industrial dticuiiicnts can be ohtaiaed throtigli the respective rganixition’s wehsite

3M PERFORMANCE QIIIREMENTS

The lbllosvnitt paragraphs list all required support tasks hat will be required throughout the Task Order lOb. [lie contractor shall ptoVtde
neeessiin resources and knoss ledge to support the listed tasks Specific objectives will be dependent on the basic contract and the Task Order

written against the basic contract The eon tractor shall complete all requ red tasks ss bile control ing and tracking perlbrm anee and goals in
terms utcosts. schedules, and resources

Note: In compliance with SPAWARINS1’ 4720 IA SPAWAR Moderni7ation and Installalion Police, till contract installation work pertbroted
aboard Nave ships and Navi shore sites is under Installation Management 0111cc tI MO) supervision: otherwise, a tbnnal exeniption request has
been approscd Itt accordance ssitli the lIed Readiness Directorate Standard Operating Procedure (IRD SOP). COMSPAWARSYSCOM letter
5cr I RI 1/235 dated 24 Apr 12. the suit H actor slitil I ensure pri per anti Iieatioii and status updates of’ ii sial Iaiion work pertbrmed outside of 550
Atlafltic respective Areas ol Responsibilities (AORs) tire pros ded In the SSC Atlantic Officer in Charge (OlOt or applicable Geographic l.ead

3 I RlU.IEVANF I Xl’LRILNC[

3.2. TESlING AND EVALIJAFIUN

l’he contractor slotH participate in Working—umup lntearuted Product learn (Wll1 ). sorking aroups. Ccinliguration Control Boards lCCBsl and
cnujnccriuie res jew groups. ‘1 Ldiliieal mid enomeerine support guidance shall be provided on hclialiol the DOGS—MG GIX)lN I’ l’&E and
Engineering WIP Is as directed h the DC’GS-MC GLOINT Propram I cad Sstein Integrator (I SI). the contractor shall represent the
DCGS-MC GEOIN I proizrains interests associated with utter—serviCe agenes joint and intru—sen’ice agency continon-itse liardo arc, software.
operat urns and processes ‘l’hc lolloss ag PWS task(s) require’ access to clssi lied iii l’onnation tip to the level of Sb CR11

3 2 I flic Contractor shall participate in the development of So Ito are Installation and I noel ional Veri limit iou ‘Ist I ng

3 2.2 lInt contractor shall ssork with prtigrarns to prepare br the ‘lest Readiness Review tTRRI by providing the test objects. methods. and
pit uccduti es. scope oh’ test. and eon Iii uutattuni that the required test resources have been cleat i lied and coordinated to support p1 tinned tests. Ihe
contrtte’tor shall participate iii

• 1RRs
• Functional Vet i lication ‘tests (LV’))
• Svsteuui Vcrilieatuc,n tteviesss ISVR)
• Developmental icm (Dl)
• tlpem aticmnal lests (C) F)

3.2 3 ‘1 Tie tontractor shall pertbnui sol’tsumrc testing against est:mblislmed requirerneuts set bob in the DCGS-MC CDD lbr the lollnoing
DCGS-MC GLOIN I software applications

• D(’GS Integrated Backbone (BIB) 1 X as integrated into the DCGS-MC OCOIN F Svstenm
a Vantage Smnie including the DIII ad:ipter
• WmldI1 Application server tConiimtnit Editions. lix. 9tc and ION)
• PostgressSql
• Windows Server 201 2/2u 16
• Splunk
• Apache SoIr 5X
• Sol’twumtc deseloprnent using Java (J2El), JavaSeript, I hTML CSS
• Knowledgeable is tb libraries and frameworks: Seam. JQuerv, ArcGIS. tavaScript API. I lihemate
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• Fanrilitir with Subversion as a sohware vcrsioning arid revision control system

• Windows 2010

3.2.4 The contractor shall perform software level resting utilizing approved Irrtctligcrrce. Surveillance. and Reconnaissance (ISR) Progranis of’

Record ([‘OR) systems including:

• Tactical E\plottatron Group (TEG)
• Fopograph rc Production Capability (1PC)

• Intelligence Analysts System (lAS) Family oI’Systems (FirS)
• Virtual Imager) Processor— Marine Corps (VIP-MC)

3.2.5 i’tre crrtriracwr shah iron Is the governirrdnt ol an ket i’crl’omrorice Parameter (KPPI or Critical Svtem Resource (CSR) that foiled for
is fitilinu) to aclueve the allocated threshold, KPP “Failures sli,tlt he reported inrmedinteiv and CSRs shall be reported within 24 hourc Tire
contractor shall assist the Govcrnrrretni in providing the results it the form ota report KPP/CSR reports shall trrclucle a time-phased projection
nt ssheii the threshold will be achries ed or exceeded, This report shuil address tire fiillmving, at a nriiiinruiir

a System requirciirents cite specific source doctinient arid paragraph

h. Parameter to he met — annotate K I ‘Ps

c Pararrieter threshiold/objeciivc

ci, Diuommstrnted value (otptitanwtcr) to date

e Recommended “act-well’ date

3.2.6 ‘he contractor shall support tire planning antI ctrnductiug ofa software stress test. SSC Atlantic stmatl deternnirre tire scope ot’sothvare
stress resting required to ensure tIre sollware being des eloped irreets alt specified technical. ciperatiotral, and perlonrmnnee requirerneitts mid the
acceptance cci lena. ‘lest data sirnil I i iiclnndc rim in iii and abnorrniul. valid arid invalid inputs. All rest plaits arid procedures shall he subject to
review nod approval by SSC Atlantic. Test results shall be prcrvided to SSC Atlantic if any currectiotis are deenred necessary by tire

Government the eoittrtictor shall assist Government persoirnel iii document revisions

3.2 7 lire cormtraetor shah participate in tIre des eloprneirt otSofiware Acceptance l’estntug (SAl ) br individual software applications that are
developed Itir tire Gi OIN C Program. [tie SAl rsill lohloss tli application’s design based on the application’s CONOR Y’he SAT seihl he
integrated in the Soon are Developmcitt Plan (SDPI

3 2.8 ‘Cite coritrnictor shall provide direct support for the nrtcgrationr of spccificd sollsstire segmetrrs lrnrdrvare integration, bonn—in testing. arid

quality assurance,

3.2.9 line cotitrucior shall support governmc’nit Dcveioprnennttni h’esttnmg (DT) and Operarioinal Testing tOT) hs’ providing on-site Test Operators

and technical support for the period of tire test.

3.2. 10 System lnitcgrationt/Quali ictition lest

tire contractor strati pros ide knowledge arid experience when developing and implerrreiiting System lniegratnonlQinalitication ‘lest (SIT)
procedures to demonstrate the adecjmtev and stnitabititv of tIne contractor’s integration processes trod procedures For achieving tIre performance
irrheieni to the desigir ‘[Ire results of the test smith denrnnstruie the techniques and processes employed do hot degrade the design and meet alt
requirements tn tIre Perlbniiance Spcci ticatnon.

3 2 II linteroperabihtt Testing

‘[he contractor shall support interopenrhnlity testing by the Joint hfleroperahthity test Command (JI’tC). Fort l’htracinuca, AZ to ensure tirmrt

sSsteinS are conrpatihle ss ith the sysietnrs specified in tire svstcini specification turd capabilities doctinrents, ‘[Inc contractor shall also support

intonnral ninteropertitniht tr:rrnimnrg btssecn USMC intelligence and operations progranits using DOFF or otiter closed networks within tire SSC

Atlantic domannt
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3.2.12 Soliware Reliability Ibstina

The contractor shall assist with ectahlisliin. tinplernentina, and conducting a Soflssare Testing I’rogram. including Soflssare Item (SI)

litcuration testing and Soliss are Unit SI I) test iits iii accord met ss ilk sotlwarc testing practices outlined in I CEhl I A 12207 1 he DCGS—MC

GEOIN I system software reIthiIii testina intended to detect soflisare tinilt and increase reliability Detected faults s ill he documented

through SI und SU and teitne perstinucl ssill closely interface witlt the soflware integration team to increase emciettcs

32. 13 System Fns tmnnientul 7 esting

The Contractor sltall support as stem envirotimental tesiing to include altoek, drop. vibratton heat, cold, moisture and foreign ecintaminant

tiitrttmott proliles in accordance with applicable ntthitan standards lituironutental testinu o ill he conducted itt guveritment test facilities.

32. 3 Operational lest an U I uluation I O’FE)

‘[lie contractor shall stipport f) [C by MARCORSYSC’OM (MCSC) or other cxtental agetice. ike gciventmettt utitoittated test rttcthods and

prelirred tool will be used to conligure. operate. gatlter data. analy7e, and publish OFF results.

32.15 ‘1estitt Documentation

‘I lie contractor shall provide assistance in all testing artifacts (test plans. test cases lest procedures. and test reports required to support

des c luipinent al testing e liorts needed to I til Is trace the s stents complet ion nI F Itreslto! U and Objective requiremert ts.

3.2 16 ike contractor liaU pros ide knosslcdgc and esperience to develop. nisintain and cottduct test cases and test procedures in support ot

test and eval uttt oil

3.2. 17 i’Iic contraciol shall provide ass stsi,ice in ss ritmg. implementing. and reporting status For system test cases and test proeedurcs

3.2.1% Ike coniracior shall provide knowledge and espericitee to prepare a i’est ‘liii (TI’) that encompasses all testing [lie [P shall be the

top-Ics el ssorking document that ties all contractor and stuhcontractiiig test activities together. ‘CIte follouving areas shall be emphasized in the

TI’

• Test event

• Ptirpoae of tlte test
• Date of test start and end
• I .ocation of tlte test
• Need br Gosentment test support, especiull; laboratories and facilities
• overall scltedtile of tttdi idiuttl tests
• I itteroperabil iSv iittaly sis test tug

Requirements AnalesisiMaimagement

rIme follosu tug PWS task(s) reqtiires access to classiFied infomsation up to tIme lesel oFSECRFT.

Ike contru.toc shall provide services in support ol’tlic Integrated Delbitse Acquisition, •l’echmiologv Logistics and l_tfeccle Management

Fraineoork it tlte form ofdueumeumtation dcvelopntent aitd engineering supporting the lifecycle ol’tlte DCGS-MC GLOIN C prourant ofrecerd

1 lte coittractor shall provide support services to ideittift’. reliute and document operational and fuutictional reqturements IThe contractor shall

tratislate operational and lIinctional requirements to Concept ol’Operations tCONOPS, Functional Requirements. Functional Descriptions and
Operat tonal Requtretttents Docuimtcntation such as Capability Development Document (COD). Capability Production Document (CPD), etc

dcsclop sVStettv -uthsvste,ti and conuponcmtt level design specifications and documents. md develop system perfnntsattce documents.

specilieatiomt attd interface requirements documents. Input in tIme deeclopinietit. update atid matntenance ofl-lardware Requireittents

Spccilicutions IRS). Sysmeui Suhsvstcni Specifications (555), Pcrlbrniutice Specifications, and Sothvare Requirements Specifications (SRS).
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3.3.1 ‘Ihe contractor shall pros ide requirements arrimlesis support lot government spcitied and appros ed requirements to Iheilitate design and
integration of DCGS—MU CLOt N I program of record

3.3.2 I he contractor shall support the idea t i limit ion, re Iinerneitt. and document ation of the gos errtntcnt speci lied and approved Ilimictional

requirements for IJCtJS-MC G[OIN I sstemus for trnplementation. ilte fittictiommal requirements for DCGS—MC GLO1Ni systems shall be

defined in terms of coirteut and relationship of the inpills, processes and outputs required to satmsly the operational requirements.

3.13 I lie contractor shall nittuitain the Requirements Traceability Mimtris (RI Mt data in the government database. ‘l’he RTM uniquely

idcnt I cs prngrmtni rcqu re merit to ensure that the requirements can be traced and yen lied tlrrmmnglt he design, hit i I U test, and yen licatton phases

ordevehtpritcrtt.

3,3.4 ‘Ihe contractor shall utilize the JAMA Contour software tool, or other tool provided by the goverantent, [hr management and generation
ol’the l)CGS-MC GhOlN’I RIM.

3 3 Perfitrin its Requireineitts Manager br DCGS—MQ GEOINl’ projects using JAMA Contour sothsmtre

336 ‘l’he cttntrmmctor shall research. ideittik’, deline. evaluate and documnemtt current and %iture requirements lot the re’peetive systems Err

approval hs the govermmittemmt

33.7 I lie contractor shttl I ma nia in hntcrllmce (‘oimtrol Docum nts (IC [is) Ibr interopenihil ty de’.mgn and assessnwn t Supporting analyses shall

include s stern—Icsel irteritices potential impacts to tither svsteni proeranic atid suhsf stems and smippitri lire development of(eehnieal and cost

risks (trade-till anal scsI

3 3 14 I he contractor shall serve as a kes supporting nmenmbcr of tIre DCGS-MC Gl OlN C Requirements Working Group (RWG) under the

guidance niche [cad Systems l_ngmneer (I SI-) or Requirements Manager.

34. Qual itt Mairagenment

The Cohttr;tctor shall perform established Process and Produ,t Quahitt ,‘s,surnncc fPI’QA) processes to ensure that requirentenis tire met pritrr to
submission ot’doeumnentation. supplies, products and services to DCGS-MC GEOINT 1Ff and Project Leader. The contractor shall assist in

conducting a detailed analysis of work processes. including’ deselopnnent integration and testing. The contractor shall make recoinrnemmdations

to irmminagenicni persimimniel Fur ci Iieienmev arid scheduling unprovciucmtts as well us stmmmidardi,ation of tiracrices. The contractor shall assist in

ductmmnentiim all procedures, assess specifleattons used- draft wrtttcit procedures timid develop a plan for impletrtcntation ol’a QA/Quali
Control IQC) prourain. lIme plait will he res ieusd try tire ProJect I eader for applicability and conformance and tIre contractor shall adhere to

changes as necessary lime contractor shall maintain QC records and take action to nmmmprove performance based ott that data. Planned
performance improvement aeuotmc setll he provided to tIme l’ritject Leader for comtettrrcrmce prior to itmtpleirmciitatmumt. lice goverininent will provide

access to and use oldie enterprise tools necessao to perform assigned ssork (e g CMPro. Wiki. Jira. etc.).

Aetts ties occurring at tIme contractor’s Emeilitt msill be available for reeteus aird approval upon tIme Project Leader’s request.

3 tt INFORM VtION TECI1’OLOCY (II’) SERVICES REQUIREMEM’S

i I IN! ORMAFION 11 Cl INDLOGY (IT) GENERAL RLQUIR[Ml N CS
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tV lien appl icahl e, the coin ractor shall he respi inst ble hr the Illowing

4 1 I hnstire that no product ion s sterns inc operational on any R I) F&F network

4 I 2 1-olloit DuDl 85 I I) II ot’ 12 Mar 2011 v. hen deploying. utegrating, and implementing IT capabil ties

-I I I Migrate all Nas Ashore production us stems to the NMCI ens ironineni suhere us atlahle

4.14 Work ss ith got ernment personnel to ensure compliance stitli all current Navy IT & csherseettrnv policies, including those

pertaining to Cuber Asset Reduction and Security (C,\RS)

4. .5 I olloss SIiCNAV INS) 5239 311 of 7 June 211(19 & DoI)l 6510.01 of 2 Mar 21)14 prior to integration and implementation oI IF

olutitiiis or systems

1 I 6 Register ans ctiimtractor—oss ned or eon tractormai mitained IT systems Lit li sed on contract in the Department of Defense fl Port Oil mo

Regisirs (OFtPR )-DON,

5.11 ‘[ASK ORt)ER ADMI IS’FR.VIiON

task Order idminictratioti is required for ill contracts, it provides the government ii means )br Tack Order management and mcrnitoring
Regardless of the level ot suliporl the ultintate objectis c of the contractor is ensuring the government’s requirements ire met, delivered on
sc(iedmml e, and pcrlornied lIt in budget

I ‘[ASK ORDER LIAISON

The contractor dial I assign a techu cut ingle p0011 o F cont5ct also known as tIm i ogn’im NI anager (I’M) who slial I work closely with I lie
got ernrnent Contracting Ol’ticcr and Contructmng Otlicer’s Representatis e (COR), as applicable. Note; For I ndetinit Delivcn’/lndctinite
Quantity (11)1(31 contr,mcts. Ut )Rs still he assigned at t lie (‘ask Ot tier let el. The contractor PM. located in the contractor’s hicil i ty. shall
uhtiinmtcly he responsible for ensuring that the contractor’s performance meets till government contracting requirenients within cost and
schedule P Ni stint I have the i equl site imuthori ts fir full control over all cm’rnpanv resources necessary for Task t. irder perfonnance ‘[lie PM
cliIl have authorits to approve ilisk Order proposals or modtlicattons in emergent situations. ‘hIm PM shall ulilmnately be responsible hr the
followittg personnel inimnagement; mimanagement of goverutnent material and assets; and personnel and hhcilitv security. In support of open

comnnimmimictition. tlte ctmntrtictmmr shall nit ate unless otlmerts se directed at the I ask Order level, periodic meetings with the COR.

5.1.1 COR DESIGNATION

‘l’he Contnietiiig Otlicer Represcittatmee (COR) for tIns task Order is Donald Latter us ho can be readied tit phone (843) 216-6763; enitiil;
donald .t lauer 0 nays us it

5 2 ‘IASK ORDER MONITORING ANI) MAINTENANCE

‘I lie cutitrttctor shall httve processes established in order to provide all necessary restiurces and documentation during various times throughout

the dtw in order to facil tate a lonely task Order (10) miss ard or moth hication, Prior to ‘task Order ass urd, the contractor shall he responsible fur
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providing any required support documentation in a imniel nranner so as to not disrupt the ‘I’D award process. To address urgent requirements.

the contractor shall have processc established during husiues- and umon-husune’s hours/days in order to provide all necessary’ documentation and

tCSOUteCS to Ineilitare ii timely ‘fl award or modification.

5.2.1 ‘frisk Order Adm irristration Doeurnerrtaimon

Various tunes of cmiii act admn in i stratioui duicunuents are requ red throughout tIre life oh’ tire contract At a mn mum, the contractor shall provide

the following documentation. unless otherwise specified:

5.2.1 I Fask Order Status Report (105k)

The contractor shall develop a 1 ask Order Status Reports (CON I AOl) I ) and suhnrut it monthl. weekl . turd/or as cited in the i cqiiirenicrtts of

each Task Order ‘I he prime shall he responsible kit collecting. integrating, and reporting all subcontractor reports The TOSR ineltide the

Rd lowing variations ii f reports:

(a) Monthly 105k — the contractor shall develop and submit a TO status report monthly at least 30 days afler TO award on the I (t of’

each month br those ntontlrs tIre 10 is’ictie. ‘The contrttetor shall report ott various TO functions: pert hmranee, schedule. financial, hustncs

relations. and stalling jilarr/key personnel see applicable DO Fonn 1423 6w additional report rig details and distribution instructions I his

CON I nun odes a Situ fling Plan (Attachment I), Personnel I ,ist rig ( Attachment 2), and Gove mmciii Funt shed Property (OFt’) Template

Attriclrnreiui 3) necessary or additional data collection as app) cable.

Ib) Data Calk — the eoirtnuctrrr shall delop rind submit a dntta call report which is c—mailed to the CON within sk working hours of the
reqnIci. tuifess oiIir ‘‘ Spec I cd by Ff3 l’hie contractor shrill ensure all in tormnation provided is tire most current. Cost and funding data will

reflect real tinre balances. Report will aceotini (hr all planned, obligated, and espended charges arid hours. At a rruininrtrnr unless otlrerts ise

rioted tire contract or sInaI I include in the data cal I tIre I’ollowing itenuc and data

I , Percent age 01’ work ctnirplctcd

2. Percentage ol’ i’rrnd e.pended

3 updates iii the POA&M rod rtarriices to c’.plain an variances

3. List of persuirmnel (h3 local ion seeuurrtv clearance. iluantit I

5. Most current 0) I’ and or CAl’ listtirg

5 2 I 2 I ask Order Closeout Report

l’he contractor shall develop a ‘I ask Order (‘l’O) closeout report (CDRL A002) arid submit it no litter than 15 da s before the ‘0 completion
date ‘lIre Prime shill he respiuiisihle for collecting, integrating, and reporting all subcontracting intomnation. See applicable DD Form 1423 for
additional reportinu details and distribution nmrstmctions

5.2 I 3 Contractor Manpoucer Reporting

lire t’ottoscing reporting is required for all DoD coniracts acquiring services regardless if cost type or hnri’flced price contract’

(a) Contractor Manpower çttiarterlv Status Report (QSR)

TIre contractor shrill prou’ide a Contractor M rinpower Qtr:irterlv Sirutu’. Report (CDRL A003 ) to tIre gcuvcnmnrerit lbs r ii tries iliwnigimonit the
calendar year. Required by SSC Atlrtntie l’or till nietive service coniractsll’Os (regardless if fi\ed-priec or cost type I. tire Manpower report

uterrurzes specific comnirrict uuidlor’l 0 admniurustrative data i’or SSC Atlantic Reporting period hegmn’ it the time of contraehIl’O award, Utiliting
the Ibrinrat provided in QSR CDRL Attachment I. time contractor shall colleu required data throughout the specilied performance period arid
slrall suibmit one cumulative report on the applicable qurarterly due date See applicable DD Form 1423 i’or additional reporting details and
distribution nnisirticilons. ‘Fire l’ollowing ttuhle lists tIme pre-set submuttal due dates and the corresponding perl’ormaurce periods:
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# Qt \RilRt,\ I)t)I’. DAlE PERFOkstArcE PFRIOI)

15 January I October 31 December

2 5 April I January — 3! March

3 15 July I April — 30 June —-

4 15 Oct I July - 30 Septemtwr

(b) (nterprise-ss ide Contractor Manpower Reporting Application

In add it ion to tlte QSR C’ OR I report ig rcqutrcaients toted above and pursuant to N MCARS 5237 I 02—90 the contractor shall report all
contractor labor hours (including subcontractor labor hours) required liar pertormance olsen ices provided under this Task Order liar the DoD

a it secure data collection scbsitc Enterprise-wide Contractor Manpower Reporting Application (cCMRA) Contracted senices eclttded
from reporting arc based on Product Service Codes fPSCsI In addition to the QSR CDRL reporting requurenucnts noted above, the contractor
shall completeR till—itt all rcqttircd data licIds using the I’ lowing useb address: https. doncunra nmct tias v intl

Reporting inputs consists of labor hours executed during the contractllO period of perliarmanee ss rtltm each Gos eminent fiscal sear (FY which
runs Ruin (Jctoh’r I hroiiuh Scptem her 30. \V tile inpttts may be reported an time during the I \ the contractor situ) I report all data no later
than October 31 ol each ctileitiltir car. Contractors oils dtret quest ions to tlte help desk at http://www.ecrma.mil/.

5 2 I 4 WAWI Invoicing Notu heat ion and Support Doettinentation

Pursuant to DEARS clause 252232-7tt03 and 252.232-7006, tlte contractor shall submit pttvntent requests and receiving reports using Do))
Invoicing Receipt. Acceptance. and Propriv ‘I ransfer (iRA)”)’) application (part of the Wide Areti Work Flow (WAWF) c-Business Suite)
svhiidt is a secure governinettt web-based system for electronic invoicing, receipt and aceeptttnce. In accordatice with clause 252.232-7006, the
contractor shall provide e-mail ncuhi heat ion to the COR wliett paytnent requests arc sttbm tIed to the iRA 11 WAWF and (he cotitractor shall
ret tide cost hack up documental ion (e.g.. dcl ivco receipts, time sheets. & mttterial travel costs, etc. Ito the invoice in iRAP’l’/WAWF. As

requested the coot i actor vItal I dii cetly provide a soIl cops of the invoice and any supporting utivotce document at ion (C’DRL A0(l4) directly to
the (‘OR within 24 hours oI request to assist in vittiduting the itivoiced amount agttinst the products services provided during the hilling cycle

52.) 5 Labor Rate Lumittiticin Notilictition

For all Cost labor—hour sen icc couttruietstl’O (not applicable Oar Sliuplitied Acquisition Procratures (SAl’) contrttcts or contracist[Os that
tire se ho) lv Ii s—priced), the cotitractors shall monitor I lie following labor rates as part ol’ the mottthly contractllO stattis report (see CS lUl’OS R
CDRL Attachment 2 Personnel Listing). The contractor shall initiate required not! ticattoti i fspcci tied threshold vu) ues are net. NO IL: TOs
that tire wholly tinn—lixcd price arc exempt front this requirement 1 he thu)it ofa contractor to monitor ltthor rtites cfl’cctivcly ss ill he included
in the cuiiutractitask Order Quality Assurautec Sun-ct) lance ‘lan (QASP).

(a) I ul lv hit rdeti labor rates per ‘,oii (suticonirtictor uteluded) eliargc’d on corn racifl’ask Order If the actual invoiced I ilk htirdeut rate
(inclusive ot lEe) ot’an individual iii arty labor category exccedc the threshold tunount ol $ I 50,00/hour and the individual’s rate was not
diseloed in pre-uward of the ba’,uc contrtict (or ID for lDlQ contracts. the contractor shall send notice mid rationale (CURL A005) for the
identified labor rate to the COR who will then send appropriate ttottheation to the ContractinglOrdcrtng Ohlicer. Nt) IL: Within one labor
eatcgoi, if the total col lectux e estimated and/or actual hoturs in ans’ given period ol performttnce tire less I tan or equ il to 5t10 labor hours, the
luthor category is excluded front the requited CDRL ttutifieation regardless iI’auu indis dual scitltiut that labor category exceeds the threshold.

(hi Acerage ttelual labor rates (total actual fully burdened ltthor cosls’”divtdcd bC total ntimher olhtotirs performed) compared to as eritgc
negotiated labor rates (total negotiated hilly burdened labor cost’- “divided by” total tmuntber of hours negotiated) — lIthe average actual
burdened labor rates exceeds the ascrage proposed/negotiated ratC by I5°a. the contractor shall send notice and rationale (CDRL A005) for the
rate variance to the COR who sstll then send appropriate notification to the Contracting /Ordering Officer. Additionally, contractors shall notify
the COR it’s uriances exceed I 5° ‘or niore tItan three consecutive ntonths. Contractors shall attnohaic the vitriance percentage ofmontltlv
itvcruge tictutal luthor raics sersus average tiegomiated labor rates in the monthly contrttctfl’O status reports.

5.2 I 6 ODC I until at ion Noti hication

Contractors sItu)) monitor Other Direct Cots (ODCs) its part of tluc ntonthlv contrmuclllO status reports For thus monitoring purpose ODCs
include incudcttta) ntatertah, trtts el. and oilier non-labor costs (eseluditig suhcotutrttettng and consultant labor cost) required itt perforinttnce oDIw
sc’rvtcc For any given pertod of perfonnance, i r die cumtthattvc total cost ofOOCs xeeeds the ttwarded total et,st ol’ODCs (regardless ninny
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modi tications to the awarded amount) hs 0° n. the contractor shall send notice and rationale (CURL A005) for e’ceeding cost to the COR n ho
will then send a memorandum signed b the PM (or equivalent) to the Contracting Officer documenting the reasons justitving the increase of
ODC. The ithilitv ofa contractor to monitor ODCs will he included in the contraetl[ask Order Quality Assurance Surveillance Plan (QASP)

5.3 EARNED VALUE MANAGEMENT (EVM)

In accordance with Dol) poItc Otis ‘[ask Order does not require Lamed Value Management (EVM) implementation due to cost of contract

thase plus all options) does not eseeeduuig S20M and does not lend itsel (‘to neaningful EVM in (isnuation In lieu of F VM the contractor shall
develop and maintain, a Contract Funds Status Report (CDRL A006) to help track cost eupenditures against pertormance

6.0 QUALIFY

fi, I QUALITY SYSTEM

Upon [ask Order award. tIm prime contractor shall ha e and mat main a Qutul ut\ Management System that encompass Qital tv Assurance
processes and Quality Ccmtrol procedures hat meet contract requirements md program objectives while enstiring custonier satisfitetion and
defect flee products/prcicess’scr\ mccc, ‘[tie Couiirtictor stud I have a so the icntly clocunuented qul ity system which coot tuns procedures, p1 imnu tug,
and alt other docunientation and data necessary to provide an efticienu and e fleet ire qual its system based on a contractor’s internal auditing
systeutu. Thirty (30) days after Task Order awurd, the contractor shall provide to the government a cope of its Quality Assurance Plan QAP)
and autv other qutil tv related documents (CURL AdO?) as app1 cable to the ‘l’O. The contractor slial I make the quality system available to the
government for rev jew at both a pm ograni and svorksite sers ices level during predcterm hued visits. Es sting quality documents that nicet the
requ irenuents of tItus COO tract nitty contin ue to be used If any quality duietimentation is disapproved or requires rev is ions, the contractor slual I
correct the problenit 51 and siubni it revised docunientation N LI’ 2 weeks a her initial disapproval not i lication. ‘[lie eontrflctor shall also require all
subcontractors to possess tt quality assttrance and control program commcnsuratC with the services and supplies to he provided itS determined by
the prunes iuiternal audit system The Goveruntent reserves the right to ilisapprove the contractor’s and/or subeontraetcur’s quality system or
port uns thereof svtieri the quit uty System(s) fails to meet contractual requirements at either the program or worksite services level. •l lie
Governincuit ic-serves the right to participate in the process nmpiovement elements of the contractor’s quality assttritnce plan and development oh’
dUal iv ml med thucwtucnis as needed. At a in n inium, the cnntrnctor shall ensuic their quual tv system meets the ml towing key criteria

• Establish doeunmented, capable. and repeatable processes
• ‘[rack suites and associated changes needed
• Monitor and ctmtrol critical product and process variations
• Establish utuechanisms t’or feedback of held product perfomuance
• Implement and chléctive root-cause tinalvcis and eorrectise itetion system
• I stahl ishi nietlitids and procedures for coot muons process ni provenueuut

o 2 QI Al.ITY MANAGEMENT PROCESS COMPI IANCI’

6,2. I General

1 lie contractor shall have processes in p0cc that coincide with the government’s qualit iuianageuuuent processes The contractor shall he
iequ red to lit ihut the proc uses aid pi i.iceiliuu es il ready establ shed for the project. ‘[he contractor slial I use best industry practices including,
slicn applicable. ISO/IEC 152111) for Svsteni hitC cycle processes and ISO/IEC 12207 hEr SoOn are Itte cycle processes. ‘l’hte contrttctor shall he
ISO 9001 compliant. [having a hErnial ISO eertitication is desired it is not a required as long as the contractor is compliant. As applicable, the
contractor shall also support and or participate in event—driven milestones tind reviews as stated in the Defense Acquisitiois tinisersitvs (DAUs)
Dol) Integrated Delènsc Acquisition, ‘technology and t.ogistics Life Cycle Management S stein Chart sehich is incorporates multiple Dol)
directis es and nistruictions specifically DoDD 5000 dl and DoDI 5000.02. ‘l’tie coniraeior shall provide teehnicutl program and project
management support that will mitigate the risks to successtitl progranu execution. ‘(‘lie contractor shall employ including emploYment of I_can
Si Sugmuin methodologies in compliaume with SSC Atlantic requirements and with due SSC Engiuieemiuug Process 0(13cc (EPO) CapabiIum
Maturit Model Integration (CMMI) program. As pan of a team, the contractor shall support projects at SSC Atlantic that tire citwently. or in
the process oF being assessed tinder the SSC EPO C MMI program. ‘l’he contractor stuall he required to utilize the processes and procedures
iilreude established l’or the pruijcct and the SSC EPO CMMI program tnmd deliver products that are compliant with the aforementioned processes
and procedures A Ithiougli him vi uig ut t’orm il CM Ml appraisal is desired, it is not required

o ) QUALITY ASSURANCE
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The cuntrnctor shall perfonn all qualny assurance process audits necessar in the performance ofthe various tasks us assigned and tdenttlied b3
the respective WOX POA&M or quality system. and the contractor shall delis Cr related quality plan procedural documents upon request The
Government resen es the right to perlbrrn any additional audits deemed necessar to assure that the contractor pro ssc’s and related services

documents, and material meet the prescribed requirements and to reject any or all processes or related services, documents, and material in a

category when noncompliance is established.

0 -4 Qt]ALI I Y CONTROL

The contractor shall perfbrtn all qttalitv conlwl inspections necessary in die performance of the various tasks as assigned anti tdenti0ed by the
respective WBS, POA&M. or quality system and the contractor shall submit related quality ol1eciise evidence upon request Qualits objective
evidence includes any of the Ihllowing as applicable:

• Detailed incoming receipt inspection records

• First article inspection records
• Certi Iicaies of Con l0rmance
• Detailed sninpl mug inspection records based upon Ml L—STD— 1916 (Veri Iiciitiomr I evcl Ill)
• Qttalitv Mcasiirement and Analysis metrics/data

TIme Government reserves mIte right to perllirm ans’ iitspecttons or pull samples as deemed necessary to assure that the contractor provided
services. documents material, arid related evidence meet the prescribed requirernemits and to reject any or all services, documents, and ntatcrial
in a category ss heit imoncmm l0rummmnee is ectahl sired

(r S QUALITY MANAGI M[NT DOCUMILN lAl ION

In support of the contract’s Qmiahts Assurance Surveillance Plait cQASP) and ontractor Perlonnance Assessment Reporting System (CPARS),
the contractor shall provide the Iiillo ing documents Cost ,mnd MiIetone Schedule Plait (CDRL A008) submitted 10 days after ‘I ask Order
award, and Contractor Cl’AIIS Draft Approval Document (Cl)AI) Report CDRl. A0001 submitted monthly.

7.0 DOUL M1’N’l’A’I’tO t) l)iLl II{ABLtS

7.1 CON’FRACF DADS RFQI lRlM1 NT LIX FINDS (CDRLs)

l’he following CDRL listing identities the data item deliverables required under this Task Order and the applicable section ofihe I’WS for
which they are required. Section i inclimde the Dl) I orni l423s that tteinoe each Contract Data Rcquirenients List (CDRL) required tinder the
basic comitract. The eomntr5etor shall establish a practical arid cost-eFfective system for developnig and tracking the required CDRLs generated
tinder each task, The contriictor shall not develop mute CDRL classiFied lop SLCRET with SCI.

I I
I lWS

Cl)Rt. # l)clivertmbte ‘title Frequency t)ate Due
C lmissification

Ref Patti (up to sri s or

— .,
— unrlasstflcaj)

3t) Days after ‘I’D ass ard Uimclass
AGO I Dusk Order Status Report 52.1 I. 8 1.2 M’FlILY (DAI 04 and rnoimtlil on

the 10th

\092 (ontr met I isk I It Icr L hoccout Report I 2 II II
NI I IS ds s hcIo tinchass

completion date

A003 Uorrtractor Manposser Report 2.13 Qh RI
‘ 15 Jan. Jut. & Unclass

55 ith m 4 hrs troin Unclas
\ 1.101 Ins owe Supptrri I )iic U,itent,mtion 5 2 I 4 ‘\SR[’ Q

J request
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OCC tirrence

3f) Days after TO ass ard
(DATO) and monthly on

the 10th

Within 24 hrs from
request

NLT Id DACO, resision
NL I’ 7 da s afler receipt

of govt reviess

31) DA1 0 and rnonthl

on the 10iti

NUt 7 l)VI0

Seeurtty

Cliissiltcn(ion

(up to srrs
unctassitied)

Unclass

7 . I 1.t’C IRONIC [ORMAI’

At a imninitim, the contractor shall provide deliverables clcctionicall by e-niail; hard copies are only required if requested by the government.

to ensure itiftimiation compatibility, the contractor shall guarantee all deliverables (I e.. CDRLs), data, correspondence, and etc, are pros ided in

a l’urmat approved h the receiving government reprcscnttitive. The contractor shall provide all data in an editable format compatiblc ts tb SSC
Atlantic corporate standard siitlwarc configuration as specifics! hcloss Contractor shall conform to SSC Atlantic corporate standards ssitbin 30
days oflask Order uward unless otherwise specified. The initial or future upgrades costs of the listed computer programs are not chargeable us
a direct cost to the gos crnment

beli crabhi

a Word Procc’sing

b. ‘l’cchntcal Publishing

c. j Spreadsheet. Graphics

d. Presentations

g. Scheduling

Softiare In be used

Microsoft Word

PageMaker/listerleaf SGML/

__________________

MSPuhlislwr

_________

lvlicrosotl Excel

L Microsol’t

- ,,

Microsoft Project

7 5 lNl’ORMA’t ION SYSTEM

7.3 I Electronic Conim iii cat sin

the contractor shall hase hrtiitdhand Internet coiincctsvmty and an mndtistn standard entail system for communicatioit wtth the government I ha
costtractor shitll he capable of Public Ke3 hifrastructiire client side autheittication to 1)01) private sseh servers. Unless otherts ise specified, all
key personnel on cotitract shall be accessible by e—mail through individual aceoutits during all working hours.

7.3.2 In fommist ion Security

Pursuant to DoDM 5200.01, the contractor shalt proviste adequate security Ow all unclassified DuD information passing through non—DoE)

infonnation system including all subcontractor iniorniation sssteins tttilted oii contract. The contractor shall disseminate unclassified DoD
mtomiution within the scope of assigned duties and with a clear e’pectation that confidentiality is preserved. Esimmnples of such information
include the following: non-public information provided to time contractor. titkinnatiori developed during the course ofthe contract, and

T’
CDRI. # I)etiverable Title

“VS

Ref I’ara
I. requcnc flate t)ue

ASREQ
\‘t ithin 24 irs rotn

A005 I .ini tat ton Notification & R utionalc

A006 Contract Etintls Stattts Report

AdO? Quality Docurneittution

Cost and Milestones Sched tile F’lan
AddS

A009
Corttractor CPARS Droll Approval
Document {C’DAD) ReptiR

Ad
(iCON US Deployment Doctimentation and

- j Package

52.1.5, 52.1 6

5.3 MTI OX

6.1 ASREQ

— One time ss ith
6

revisions (ONE RI

65 MTIIL\’

13.1 — 13.4 l’l’IME

tine lass

Unclass

Unelass

Unclass

Unclass

privileged contract infonimation (e.g.. program schedimlcs. contract-related trackimtg)
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7.3.2 Saleauards

Flie cf utractorshall protectgoernrnentiii Ilirmation and shall provide compl mice docuinentition cal idating they are meetingthis requirement

in accordancewith DIARS Clause252.204-7012.‘Flu, contractormid all utilized subcontractorssluill abide1w the lbllowing safeguards

(a) Do not processDoD inhurmattonon public computers(en. thoseavailable fur usebe the generalpublic in kiosksor hotel business

centers)Lit cuniputersthat do not hateaccesscontrol.

(b) Protect infuniuatioii Its at leastone physicalor elecimnicharrier (e.g.. lockedcontaineror room, login and password)when not under

direct ndi t’idual control

Snniti,eniedia (e.g. OVCoVnte) belOre externalreleaseor disposal.

(U) Lner) Pt till in lOnnation that has been identifled as coOttolled unclassilied in kwnuatioa(CU I I when it is storedon mobile cornputt

desices such as l.iptops and personaltligital assistants.or rernuuvthlcstoragemediasuchas portablehard drit es and digital optical disks.using

Dol) AuthorizedData—at—Restencryptiontechnology. NOTL: ‘l’htimb dris cs are nut auitltcwitcd br Do[) stork. storage,or transfer Use GSA

AwardedDAR solutions((ISA II lt)359) conipleingwith ASD—Nl)/DOD-ClO Memorandum.“[ncn’ption oh SeitsuttvcUnclassified

Data—at—Reston Mobile Cornput lip Desices arid RemovableStorage.” The contrictor shall ensuretill solotuonsmeet F I PS 140—2 compllance

reqti I renteni

(Cl I iiuiit inionurutium tr:uiuslcr to suihcurttrrctoisor teamingpartnerswith a iced iii know and a conirnitmeiut to at least the santelevel of

protection

tl Fransnittc—mail, test messages,and ‘4milar conimunicationsusing technologyand processesOiat provide the best lexel oiprit acs’
available goen lacihtiics conditions andenvtrtunrncnt Psanuplesut rccuinimendedtechnologiesor processesincludecloseditctworks.vinual
private nctsorLs.politic kes-enabledencrvptuon and I raitsponLayer Scetirit) iLS). [ncr) Pt organizationalisirelessconnectionsanduse
cncrvpicdsvirclc’ connectionus hcrc asuiiilihle us lieu traveling It ncr pued wirelessis nut available,cncn’pt application I ile’ fe g . spreadsheet

arid us turd processingfiles), using at leastapplication—providedpasswordprotectionlet el encnption

Lit ‘Irausmit voice and [ix transmissions0111) uslien there is a reasonableassurancethat accessis limited to atithorizedrecipients.

(Ii) Do not post DoD iukirntaiuon to Web site pagesthat arc public)) availableor haveaccesslimited Only 1w domainor Internetprotocol
restriction. Such iutlbrntation rna he postedto \cb site pagesthat control acecssby user identilicationor password,usercertificates,or other
technicalmeansand provideprotectionvia useoh Il_S or otherequivalentlcchnologies. Accesscontrol rna be providedb the intranet(vice
the Web site Itself or the app)ication it hosts

iii Provideprotectionagainstcornputer neustork intrusionsand dataesfil tration. noninuil iy including the lol low np

I. (_tirrciit andrepuilarlv updatediii,ulwarc protectionservices e p., anti—s mm, anti—sp)Ware.

2. Monitoring and control of inboundandoutboundnetworktrafhic as appropriate(e p at the externalhrnmitdaR’. sub-networks,individual

hosts)iiic)uding blocking unautltorizedingress,egress,andesliltrution through technologiessuchas tirewalls androuterpolicies, intrusion
presenticunor detectionservices,and luost-basedsecurityservices.

3 Promptapplicationol security—relevantsollwarcpaiclues.servicepacks,and tot fixes.


