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SECTION B SUPPLIES OR SERVICES AND PRICES

CLIN -

SUPPLIES OR SERVICES

For Cost Type Items:

Item

PSC

Supplies/Services

Qty Unit Est. Cost Fixed Fee

CPFF

7000

D399

700001 D399

700002 D399

700003 D399

7001

D399

Base Year - OMMC - EXP P-ISR IPT 1.0 LO
Integrated Logistics Support IAW
Section C (O&MN,N)

NWA: 100001346969 0440 Funds
Exp: 09/30/2018 This document
provides funding for a severable
service contract that crosses
fiscal years in compliance with
10 U.S. Code 2410 (a).
Therefore, this period of
performance may not exceed 5
February 2019. (O&MN,N)

NWA: 100001338004 0120 Funds
Exp: 09/30/2018 This document
provides funding for a severable
service contract that crosses
fiscal years in compliance with
10 U.S. Code 2410 (a).
Therefore, this period of
performance may not exceed 5
February 2019. (O&MN,N)

NWA: 100001338003 0120 Funds
Exp: 09/30/2018 This document
provides funding for a severable
service contract that crosses
fiscal years in compliance with
10 U.S. Code 2410 (a).
Therefore, this period of
performance may not exceed 5
February 2019. (O&MN,N)

Base Year - PMC - EXP P-ISR IPT 1.0 LO
Integrated Logistics Support IAW
Section C (PMC)

For Cost Type / NSP Items

Item PSC Supplies/Services

Est.

Qty Unit Cost

Fixed
Fee

CPFF

7002

Base Year - Contract Data Requirements List - Not
Separately Priced

For Cost Type Items:

Item PSC

Supplies/Services

1.0 LO

Qty Unit Est. Cost Fixed Fee

CPFF

NSP
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Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF
7100 D399 Option Year 1 - OMMC - EXP P-ISR 1.0 LO
IPT Integrated Logistics Support
IAW Section C (O&MN,N)
Option
7101 D399 Option Year 1 - PMC - EXP P-ISR 1.0 LO
IPT Integrated Logistics Support
IAW Section C (PMC)
Option
For Cost Type / NSP Items
Est. Fixed
It PSC 1i s i ty Uni PFF
em Supplies/Services Qty Unit Cost Fee c
7102 Option Year 1 - Contract Data Requirements List - 1.0 LO NSP
Not Separately Priced
For Cost Type Items:
Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF
7200 D399 Option Year 2 - OMMC - EXP P-ISR 1.0 LO
IPT Integrated Logistics Support
IAW Section C (O&MN,N)
Option
7201 D399 Option Year 2 - PMC - EXP P-ISR 1.0 LO
IPT Integrated Logistics Support
IAW Section C (PMC)
Option
For Cost Type / NSP Items
Est. Fixed
P i Uni
Item PSC Supplies/Services Qty Unit Cost Fee CPFF
7202 Option Year 2 - Contract Data Requirements List - 1.0 LO NSP
Not Separately Priced
For Cost Type Items:
Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF

7300 D399 Option Year 3 - OMMC - EXP P-ISR 1.0 1O
IPT Integrated Logistics Support
IAW Section C (O&MN,N)

Option
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Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF
7301 D399 Option Year 3 - PMC - EXP P-ISR 1.0 1LO
IPT Integrated Logistics Support
IAW Section C (PMC)
Option
For Cost Type / NSP Items
Est. Fixed
It PsSC lies/s i ty Uni CPFF
em Supplies/Services Qty Unit Cost Fee
7302 Option Year 3 - Contract Data Requirements List - 1.0 LO NSP
Not Separately Priced
For Cost Type Items:
Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF
7400 D399 Option Year 4 - OMMC - EXP P-ISR 1.0 LO
IPT Integrated Logistics Support
IAW Section C (O&MN,N)
Option
7401 D399 Option Year 4 - PMC - EXP P-ISR 1.0 LO
IPT Integrated Logistics Support
IAW Section C (PMC)
Option
For Cost Type / NSP Items
Est. Fixed
It PsSC 1i ] i t i CPFF
em Supplies/Services Qty Unit Cost Fee
7402 Option Year 4 - Contract Data Requirements List - 1.0 LO NSP
Not Separately Priced
For ODC Items:
Item PSC Supplies/Services Qty Unit Est. Cost
9000 D399 Base Year - ODCs in support of CLIN 7000 (O&MN,N) 1.0 LO
9001 D399 Base Year - ODCs in support of CLIN 7001 (PMC) 1.0 LO
9100 D399 Option Year 1 - ODCs in support of CLIN 7100 (O&MN,N) 1.0 LO
Option
9101 D399 Option Year 1 - ODCs in support of CLIN 7101 (PMC) 1.0 LO
Option
9200 D399 Option Year 2 - ODCs in support of CLIN 7200 (O&MN,N) 1.0 LO

Option
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Item PSC Supplies/Services Qty Unit Est. Cost

9201 D399 Option Year 2 - ODCs in support of CLIN 7201 (PMC) 1.0 LO
Option

9300 D399 Option Year 3 - ODCs in support of CLIN 7300 (O&MN,N) 1.0 LO
Option

9301 D399 Option Year 3 - ODCs in support of CLIN 7301 (PMC) 1.0 LO
Option

9400 D399 Option Year 4 - ODCs in support of CLIN 7400 (O&MN,N) 1.0 LO
Option

9401 D399 Option Year 4 - ODCs in support of CLIN 7401 (PMC) 1.0 LO
Option

ADDITIONAL SLINS

Additional SLINs will be unilaterally created by the Contracting Officer during performance of this Task Order to accommodate
the funding lines that will be provided under this Order.

HQ B-2-0015 PAYMENTS OF FEE(S) (LEVEL OF EFFORT — ALTERNATE 1) (NAVSEA) (MAY 2010)

(a)  For purposes of this contract, “fee” means “target fee” in cost-plus-incentive-fee type contracts, base fee" in cost-plus
award fee type contracts, or "fixed fee" in cost-plus-fixed-fee type contracts for level of effort type contracts.

(b) The Government shall make payments to the Contractor, subject to and in accordance with the clause in this contract
entitled "FIXED FEE" (FAR 52.216-8) or "INCENTIVE FEE", (FAR 52.216-10), as applicable. Such payments shall be
submitted by and payable to the Contractor pursuant to the clause of this contract entitled "ALLOWABLE COST AND
PAYMENT" (FAR 52.216-7), subject to the withholding terms and conditions of the "FIXED FEE" or "INCENTIVE FEE"
clause, as applicable, and shall be paid fee at the hourly rate(s) specified in the table below per man-hour performed and
invoiced.

Total fee(s) paid to the Contractor shall not exceed the fee amount(s) set forth in this contract. In no event shall the Government
be required to pay the Contractor any amount in excess of the funds obligated under this contract.

Fee per Direct

Year CLIN Fixed Fee Hours Labor Hour
Base 7000 17,917.5

Base 7001 5,972.5 ]
Option 1 7100 17,917.5

Option 1 7101 5,972.5

Option 2 7200 17,917.5

Option 2 7201 59725

Option 3 7300 17,917.5

Option 3 7301 5,972.5

Option 4 7400 17,917.5

Option 4 7401 5,972.5
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SECTION C DESCRIPTIONS AND SPECIFICATIONS

SECTION C - DESCRIPTION/SPECS/WORK STATEMENT

SPECIFICATIONS/STATEMENT OF WORK/PERFORMANCE WORK STATEMENT
Work under this performance-based task order will be performed in accordance with the following description/
specifications/ statement of work (SOW) which herein will be referred to as Performance Work Statement (PWS):

SHORT TITLE: Expeditionary Persistent Intelligence Surveillance Reconnaissance (EXP P-ISR) Integrated
Product Team (IPT) Integrated Logistics Support

1.0 PURPOSE

1.1 SCOPE
The EXP P-ISR IPT is sponsored by Marine Corps Systems Command, Program Manager for Marine
Intelligence. EXP P-ISR IPT family of systems includes the following:

Communication Emitter Sensing & Attacking System (CESAS)

Tactical Signals Intelligence (SIGINT) Collection System (TSCS)

Technical Control and Analysis Center (TCAC)

Tactical Remote Sensor System (TRSS)

Counter Intelligence and Human Intelligence Equipment Program (CIHEP)

Marine Air Ground Task Force (MAGTF) Secondary Imagery Dissemination System (MSIDS)

e /0o o

EXP P-ISR IPT family of systems may expand to include additional systems during the period of this task order
as programs evolve at the sponsor’s direction. Each program is mature and fielded, requiring on-going logistics
support, while also undergoing modernization or technology development efforts to field new equipment or
features in accordance with program plans. As such, the programs within the EXP P-1SR IPT also require
logistics support to on-going engineering tasks.

Marine Corps Systems Command (MCSC) has designated SPAWAR Systems Center Atlantic (SPAWARSYSCEN
Atlantic) as the primary activity for providing integrated logistics support to the family of systems within the EXP
P-ISR IPT. EXP P-ISR IPT programs serve as Leads Systems Integrator (LSI) and In-Service Engineering Agents
(ISEA) to provide engineering support to modernization efforts, depot maintenance (hardware and software) and
life cycle logistics support to fielded systems. Tasks include the materials and inventory management; Failure
Reporting, Analysis, and Corrective Action System (FRACAS), Failure Modes Effects and Criticality Analysis
(FMECA), Diminishing Manufacturing Sources and Material Shortages (DMSMS), technical publications
development, provisioning, procurement support, planning support to production efforts, updating of high level
logistics support strategies and plans, fielding, training, engineering drawings, item unique identification, spares
analyses, development of plans and support to logistics-related acquisition reviews, maintenance planning; supply
support; support equipment; manpower, personnel, and training; packaging, handling, storage and transportation;
transportability.

1.2. MULTIPLE FUNDING
This TO is funded with multiple appropriations as delineated on specified contract line item numbers (CLINSs).
The applicable PWS task(s) associated with each funding CLIN is outlined in the specific tasks below.

2.0 PLACE(S) OF PERFORMANCE

2.1 GOVERNMENT FACILITIES
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Government facilities (i.e., office space or lab space) are provided to those labor categories that would otherwise
adversely affect the work performance if they were not available on Government site. Contractor personnel with
supplied Government facilities shall be located at SPAWARSYSCEN Atlantic in Charleston, SC.

2.1.1 Training Requirements
Contractor personnel working full-time or partially at a Government facility shall complete all applicable
mandatory training requirements as specified under Security Training, PWS Para 8.0.

2.2 CONTRACTOR FACILITIES

A significant portion of work issued under this task order requires close liaison with the Government. The
contractor shall establish a local facility within a thirty 30-mile radius of SPAWARSYSCEN Atlantic. Close
proximity allows for proper task order administration duties. The contractor’s facility is not necessary for the
exclusive use of this task order and can be utilized on a shared basis. The contractor shall meet the facility
location requirement within 30 days after task order award.

3.0 PERFORMANCE REQUIREMENTS

The following paragraphs list all non-personal services tasks that will be required throughout the task order. The
contractor shall provide necessary resources with knowledge and experience as cited in the personnel qualification
clause to support the listed tasks. Contractors shall perform requirements in accordance with Federal Acquisition
Regulation (FAR) and/or Defense Federal Acquisition Regulation Supplement (DFARS) which does not include
performance of inherently Governmental functions. The contractor shall complete all required tasks while
controlling and tracking performance and goals in terms of costs, schedules, and resources.

3.1 PROGRAM MANAGEMENT (OMMC, PMC)

The contractor shall provide technical project planning and management support. This shall include financial
planning and milestones for tracking research and development program requirements. The contractor shall
provide support for the development of project plans, milestones, budgets, schedules, risk management, and
program reviews. This includes the origination, finalization and distribution of monthly status reports, business
unit analytics, customized reporting and any pertinent meeting minutes and action items that are originated. The
contractor shall provide financial support to include planning, projecting, tracking, maintaining and reporting of
the financial statuses (CDRLS A001, A002, A004, A005, and A006).

32 INTEGRATED LOGISTICS SUPPORT (OMMC, PMC)

3.2.1 Acquisition Planning

The contractor shall work closely with the engineering team during planning cycles for system modernization
efforts to ensure logistics considerations are included in plan and schedule development. The contractor shall
provide logistics expertise to engineering technical reviews.

322 Reliability Program
The contractor shall support a system reliability program. This reliability program will include technical expertise
for the development and execution of FMECA, Level of Repair Analysis (LORA) and Reliability, Availability, and
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Maintainability (RAM) studies.

323 Failure Modes Effects and Criticality Analysis (FMECA)
The contractor shall prepare a FMECA to identify all system failure modes using MIL-STD-1629A and SAE
JA1011/1012 as guidance and prepare a FMECA report.

324 Failure Reporting, Analysis, and Corrective Action System (FRACAS)

The contractor shall develop and maintain a closed loop failure reporting system, procedures for the analysis of
failures to determine the root cause, and documentation for recording corrective actions taken. The contractor shall
notify the COR of any failure impacting cost, schedule, producibility, supportability, and cost of ownership or
interface/performance. All failures, critical and non-critical, shall be reported quarterly to the COR for review. All
failures shall be categorized as in-field or in-factory failures. System operational hours (Elapsed Time Meter
readings) shall be identified for each failure occurrence and included in the FRACAS data structure. The
contractor shall assess the failure data for the identification of trends (five or more failures of the same root cause)
and identify those trends in the quarterly report. The COR reserves the right to conduct a Failure Review Board
(FRB) throughout the period of performance. The contractor shall use MIL-HDBK-470A as guidance.

325 Diminishing Manufacturing Sources and Material Shortages (DMSMS)
The contractor shall support the DMSMS plan and issue a report quarterly.

3.2.6 Sparing Analysis

The contractor shall conduct initial sparing analyses and support the development of sparing recommendations for
systems under development or new features/components derived from system modifications or modernization
efforts.

3.2.7 Software License Management Support

The contractor shall perform software license management, planning, tracking, and distribution, to include
associated documents and interaction with software vendors, Program Representatives, Marine Corps Software
Enterprise License Management System (MCSELMS), and Marine Corps Common Hardware Suite (MCHS). The
contractor shall use the Government’s DoN Application and Database Management System (DADMS) system for
software verification. The contractor shall also support organic program personnel for generation and
manipulation of baseline management documents (Engineering Change Proposals) within the CMPro application.

3.2.8 Item Unique Item Identification (IUID)

3.2.8.1 Item Unique Identification
The contractor shall implement specific [UID marking, as defined in MIL-STD-130 and DFARS clause
252.211-7003.

3.2.8.2 IUID Configuration Management
The Logistics Support Integrator (LSI) shall utilize the Configuration Status Accounting (CSA) database to record
the serial numbers for primary components of the system delivered to the PMMI. The LS! shall maintain the
information that allows traceability of vendor assigned serial numbers to the system Serial Number or IUID. The
LSP’s CSA database shall include the following data elements:

USMC Serial Number or IUID

Vendor Part Number/CAGE

Vendor Serial Number

Serialized Part Nomenclature

Date of Report
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3.29 Warranty Performance System
During each phase of the system development process, the contractor shall establish and maintain a warranty
performance system that identifies and documents all items to be warranted.

3.2.10  Maintenance Planning

The contractor shall execute and monitor a tailored Maintainability Program to ensure the system meets
supportability and sustainment goals and objectives. The contractor shall conduct maintenance planning to define
optimal maintenance activities, which fully support the system’s maintenance concept. The Contractor shall use
MIL-HDBK-470, MIL-HDBK-472 and MIL-HDBK-502 as guidance for the execution of maintainability tasks.

3.2.11  Procurement Support

3.2.11.1  The contractor shall assist with the development of material procurement packages in support of
system modernization efforts, annual software license renewals or new procurements as needed to support the
annual program plans of EXP P-ISR IPT family of systems.

3.2.11.2  The contractor shall track the hardware procurements, accept delivery of system hardware, perform
incoming inspection, inventory, package, and ship the hardware to support effort defined; provide a hardware
receipt for materials and stowage pending integration and fielding for the EXP P-ISR IPT systems.

33 Supply Support (OMMC, PMC)

3.3.1 Provisioning Guidance Conference (PGC)
The contractor shall furnish provisioning data as one product of the PGC at mutually agreed upon intervals prior
to the provisioning conference(s).

332 Provisioning Conference
The contractor shall support activities related to the provisioning conference including disassembly of production
grade equipment if necessary to validate and verify all provisioning documentation.

3.33 Provisioning Plan

The contractor shall assist with a Logistics Management Information (LMI) program in accordance with
GEIA-STD-0007-A; MIL-HDBK-502 may be used for additional guidance. The LMI program shall be the basis
for the integration of the logistics support element and provide the interface between the engineering and
integrated logistics effort used in the systems engineering effort.

334 Provisioning Technical Documentation

The contractor shall develop/document provisioning technical documentation to include provisioning parts list
(PPL), spares lists, design change notices, engineering data for provisioning and request for nomenclature.

3.3.5 Product Drawings - Engineering Data for Provisioning.

The contractor shall develop Engineering Data for Provisioning (EDFP). EDFP is the technical data used to
describe the parts/equipment and consists of data such as specifications, standards, drawings, photographs,
sketches and descriptions and necessary assembly, interface, and general arrangement drawings, schematic
diagrams, wiring and cable diagrams necessary to indicate the physical characteristics, location, and/or function of
a component.
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3.3.6 Technical Publications

The contractor shall assist with providing and updating COTS manual(s) for the system in accordance with
MIL-PRF-32216, to include supplemental data.

33.7 Technical Manuals

The contractor shall develop and update Technical Manuals. Examples include System User Manuals, Systems
Administrator Manuals, Operator and Crew Manuals, Operator and Maintenance Manuals, System Technical
Manual, System Support Flowcharts, and Quick Reference Guide. The contractor shall develop a Quick Reference
Guides following approval of the associated Technical Manual, and contain extracted information from the
Technical Manual.

3.3.8 SL3 Components Lists
The contractor shall prepare SL3 Components Lists.

3.3.9 Modification Instructions (Mls)
The contractor shall prepare draft Mls for each ECP generated.

3.3.10  Supply Instructions (Sls)
The contractor shall prepare draft Sls.

3.3.11  Technical Instructions (TIs)
The contractor shall prepare draft Tls.

3.3.12  Support Equipment

The contractor shall use and provide a listing of support equipment, which is defined as tools, test equipment,
automatic test equipment, and BIT/BITE. Support equipment currently used in Marine Corps inventory shall be
utilized when practical.

3.3.13  Inventory Management

3.3.13.1 The contractor shall assist with material control of all equipment, systems, subsystems, components
and spares associated with EXP P-ISR Family of Systems programs. This effort shall also include ordering,
tracking, receiving and repackaging/kitting of the items.

3.3.13.2 The contractor shall receive and manage material in accordance with SPAWARSYSCEN Atlantic policy
and tools and shall maintain record of material from receipt to final delivery.

3.3.13.3  The contractor shall maintain a material inspection capability which includes the ability to verify
incoming product from commercial suppliers as well as Government sources.

3.3.14  Packaging

The contractor shall support packaging to include preservation and packaging; classification and data
development; preservation processing and packaging validation; development of marking requirements; and
engineering changes.
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3.3.15  Transportability Program

The contractor shall assist with a transportability program in accordance with MIL-STD-1366 which shall address
the inherent capability of an item to be moved by towing, self-propulsion, or carrier, via railway, highway,
waterway, pipeline, ocean, airway, or amphibious ships/craft, using existing equipment or equipment that is
planned for the movement of the item.

34 Fielding Support (OMMC, PMC)

The contractor shall support fielding of equipment in accordance with the fielding plan provided or approved by
the Government. Fielding of equipment consists of coordination with the designated Fleet Marine Force (FMF)
representative from each Marine Expeditionary Force (MEF). Coordination consists of ensuring the proper “ship
to” address is obtained for the shipment of the gear to the site; ensuring that the appropriate units are identified to
the MEF representative so that they can be scheduled for signature for the equipment; ensuring that each unit
receives the proper support documentation at the time of turnover (SL-3, POC listing, ULSS). A signature will be
obtained from Responsible Officers or Supply Officers from each unit for the equipment being fielded. A
signature will be obtained on a Master Site Inventory (MSI), which lists each component and serial number if
applicable. The MSI will also contain the system 1D, Table of Allowance Material Control Number (TAMCN),
National Stock Number (NSN), and suite serial number. The turnover will be conducted as a “by line item”
inventory of the equipment; each piece will be viewed by the receiving party and accounted for prior to final
signature. Hard copies of the MSI, once signed, will be stored and available to the FMF if requested.

35 Training Products and Services (OMMC, PMC)

The contractor shall support training programs to include New Equipment Training, Mobile Training Teams,
support to USMC exercises and test events and Initial Key Personnel Training (IKPT).

3.5.1 Training Development Management
The contractor shall provide coordination of training courseware analysis, design, and development in support of
EXP P-ISR Family of Systems programs.

3.5.2 Classroom Instruction

The contractor shall develop a training program to provide classroom instruction for Testing, Initial Key Personnel
Training (IKPT), and New Equipment Training (NET).

3.5.3 Instructional Performance Requirements Document
The contractor shall develop an instructional performance requirements document for NET that shall contain the
following:

- Mission, collective, and individual task data

- Task lists

- Task information summary and clarification

- Training task data

- Training task lists

- Collective and individual training task data

- Training exercise data

- Learning objectives data

- Training course data

- Learning objective hierarchies and flow diagrams

- Learning analysis summary

- Individual Training Standards (ITS)

-ITS system data

- ITS listings

- Index of tasks

- Common ITS listing
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- Table of contents

354 Training Conduct Support Document

The contractor shall develop a training conduct support document for NET that shall contain the following:
- Lesson plan data requirements
- Trainee guide data requirements
- Instructional visual aids

3.5.5 Test Package
The contractor shall develop a test package for NET that shall contain the following:
- Test items
- Test(s)
- Test administration materials
- Test item cross-reference chart

3.5.6 Embedded User Support Tools
The contractor shall prepare and provide an instructional package for embedding user support tools in the software
baseline that shall contain the following:
- Summary description of training
- Courseware design strategy
- Conventions
- Course title and description
- Course task data
- References
- Safety, hazard, or environmental considerations
- Interface design and controls
- Test design strategy
- Abnormal operating conditions to be simulated
- Course overview
- Course schedule
- Performance tracking control features for instructional media
- Course Structure Format (CSF)
- Lesson strategy
- Organization and format
- Learning objectives
- Unit and lesson maps
- Lesson design strategy
- Test items
- Lesson format guide
- Prototype lesson
- Instructional media resource requirements
- Courseware logic flow diagrams

3.5.7 Unit Training

The contractor shall develop a Unit Training Course. The content of the course shall focus on providing the
knowledge and skills necessary to perform operations/maintenance tasks. The course shall include classroom
instruction time and practical application time,

358 Course Conduct Information Package
The contractor shall develop a course conduct information package for Unit Training that shall contain the
following:

- Trainee and training course completion data

- Evaluation of trainee
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- Instructor evaluation and comments
- Trainee’s evaluation of training form
- Instructor evaluation of training

- Certificate of training

359 New Equipment Training

The contractor shall develop SAT compliant training material and lesson plans to provide operator training on new
system equipment and software as delineated with the Program Manpower, Personnel, and Training Plan. The
contractor shall conduct NET per the Program Fielding Plan. The contractor, in accordance with the fielding
schedule, shall conduct NET / Mobile Training Team (MTT) support to operational forces at 1, II, and 11l MEF,
MARFORRES, and MARFORPAC. The contractor shall be able to conduct refresher training, tailored unit
training, “just in time” training, or exercise support training. The contractor shall provide “Delta NET” to units
being fielded with EXP P-ISR IPT Family of Systems Technical Refresh equipment as needed. The NET/MTT is
responsible for the development and maintenance of training materials as related to the currently fielded systems
within the EXP P-ISR IPT family of systems. The NET/MTT will leave with the unit hard and/or soft copies of
the training material. NET/MTT personnel are responsible for providing a trip report at the end of each mission
that includes a detailed class roster and student critique sheets.

4.0 INFORMATION TECHNOLOGY (IT) SERVICES REQUIREMENTS
4.1 INFORMATION TECHNOLOGY (IT) GENERAL REQUIREMENTS

The contractor shall be responsible for only performing work specified within the limitations of the basic contract
and task order.

4.2 ACQUISITION OF COMMERCIAL SOFTWARE PRODUCTS, HARDWARE, AND RELATED
SERVICES

Contractors recommending and purchasing commercial software products, hardware, and related services
supporting Navy programs and projects shall ensure they recommend and procure items from approved sources in
accordance with the latest DoN and DoD policies.

4.2.1 DoN Application and Database Management System (DADMS)

The contractor shall ensure that no Functional Area Manager (FAM) disapproved applications are integrated,
installed and operational on Navy networks. The contractor shall ensure that all databases that use database
management systems (DBMS) designed, implemented, and hosted on servers and mainframes supporting Navy
applications and systems be registered in DoN Application and Database Management System (DADMS) and are
FAM approved. All integrated, installed, and operational applications hosted on Navy networks must also be
registered in DADMS and approved by the FAM. No operational systems and applications will be integrated,
installed, and operational on the RDT&E network.

422 Cybersecurity/Computer Security Requirements

The contractor shall ensure that all products recommended and/or procured that impact cybersecurity or
Information Assurance (1A) shall be selected from the National Information Assurance Partnership (NIAP)
Validated Products List. The contractor shall ensure the products chosen are based on the appropriate Evaluated
Assurance Level (EAL) for the network involved, and are utilized in accordance with latest Defense Information
Systems Agency (DISA) policy at time of order. The contractor shall store all product information and have it
available for Government review at any time.

5.0 TASK ORDER ADMINISTRATION




CONTRACT NO. DELIVERY ORDER NO. PAGE FINAL
N00178-14-D-7736 N6523618F3040 13 of 53

Administration of the work being performed is required; it provides the Government a means for task order
management and monitoring. Regardless of the level of support, the ultimate objective of the contractor is
ensuring the Government’s requirements are met, delivered on schedule, and performed within budget.

5.1 CONTRACTING OFFICER REPRESENTATIVE (COR) DESIGNATION
The COR for this task order is identified in task order clause 5252.201-9201.

5.2 CONTRACTOR LIAISON

The contractor shall assign a technical single point of contact, also known as the Program Manager (PM) who
shall work closely with the Government Contracting Officer and COR. The contractor PM, located in the
contractor’s facility, shall ultimately be responsible for ensuring that the contractor’s performance meets all
Government contracting requirements within cost and schedule. PM shall have the requisite authority for full
control over all company resources necessary for task order performance and be available to support emergent
situations. The PM shall ultimately be responsible for the following: personnel management; management of
Government material and assets; and personnel and facility security. In support of open communication, the
contractor shall initiate periodic meetings with the COR.

5.3 CONTRACTOR MONITORING AND MAINTENANCE

The contractor shall have processes established in order to provide all necessary resources and documentation
during various times throughout the day including business and non-business hours in order to facilitate a timely
task order response or modification in particular during urgent requirements.

5.3.1 Task order Administration & Documentation
Various types of administration documents are required throughout the life of the task order. At a minimum, the
contractor shall provide the following documentation:

5.3.1.1 Task Order Status Report (TOSR)

The contractor shall develop a Task Order Status Reports (CDRL A001) and submit it monthly, weekly, and/or as
cited in the requirements of each task order. The prime contractor shall be responsible for collecting, integrating,
and reporting all subcontractor reports. The TOSR include the following variations of reports:

(a) Monthly TOSR — the contractor shall develop and submit a task order status report monthly at least 30 days

after task order award on the 10 of each month for those months the task order is active. The contractor shall
report on various task order functions: performance, schedule, financial, business relations, and staffing plan/key
personnel; see applicable DD Form 1423 for additional reporting details and distribution instructions. This CDRL
includes a Staffing Plan (CDRL A001 Attachment 1 of Exhibit A), Personnel Listing (CDRL A001 Attachment
2of Exhibit A), and Government-furnished property (GFP) Template (CDRL A001 Attachment 3 of Exhibit A)
necessary for additional data collection as applicable.

(b) Weekly TOSR — the contractor shall develop and submit a weekly status report which is e-mailed to the COR
no later than close of business (COB) every Friday. The first report is required on the first Friday following the
first full week after the task order award date. The contractor shall ensure the initial report includes a projected
Plan Of Action and Milestones (POA&M). In lieu of a formal weekly report, larger, more complex task orders
require an updated Earned Value Management report. At a minimum, the contractor shall include in the weekly
report the following items and data:

1. Percentage of work completed

2. Percentage of funds expended per ship/sub/shore command and system

3. Updates to the POA&M and narratives to explain any variances

4, If applicable, notification when obligated costs have exceeded 75% of the amount authorized

(c) Data Calls — the contractor shall develop and submit a data call report which is e-mailed to the COR within
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six working hours of the request. The contractor shall ensure all information provided is the most current. Cost
and funding data will reflect real-time balances. Report will account for all planned, obligated, and expended
charges and hours. At a minimum, the contractor shall include in the data call the following items and data:
Percentage of work completed

Percentage of funds expended

Updates to the POA&M and narratives to explain any variances

List of personnel (by location, security clearance, quantity)

Most current GFP and/or contractor acquired Property (CAP) listing

(Jl-hb)l\):—-

53.1.2 Task Order Closeout Report

The contractor shall develop a task order closeout report (CDRL A002) and submit it no later than 15 days before
the task order completion date. The Prime shall be responsible for collecting, integrating, and reporting all
subcontracting information. See applicable DD Form 1423 for additional reporting details and distribution
instructions.

5.3.1.3 Enterprise-wide Contractor Manpower Reporting Application
Pursuant to NMCARS 5237.102-90, the contractor shall report all contractor labor hours (including subcontractor
labor hours) required for performance of services provided under this task order for the DoD via a secure data
collection website — Enterprise-wide Contractor Manpower Reporting Application (€¢CMRA). The Product/Service
Codes (PSC) for contracted services excluded from reporting are as follows:

(1) W, Lease/Rental of Equipment;

(2) X, Lease/Rental of Facilities;

(3) Y, Construction of Structures and Facilities;

(4) S, Utilities ONLY;

(5) V, Freight and Shipping ONLY.

The contractor is required to completely fill-in all required data fields using the following web address:
hitps://ecmra.mil/.

Reporting inputs will be for the labor executed during the period of performance within each Government fiscal
year (FY) which runs from October 1 through September 30. While inputs may be reported any time during the
FY, the contractor shall report all data no later than October 31 of each calendar year. Contractors may direct
questions to the help desk at http://www.ecmra.mil/.

53.14 WAWF Invoicing Notification and Support Documentation

Pursuant to DFARS clause 252.232-7003 and 252.232-7006, the contractor shall submit payment requests and
receiving reports using DoD Invoicing, Receipt, Acceptance, and Property Transfer (iRAPT) application (part of
the Wide Area Work Flow (WAWF) e-Business Suite) which is a secure Government web-based system for
electronic invoicing, receipt, and acceptance. The contractor shall provide e-mail notification to the COR when
payment requests are submitted to the iRAPT/WAWF and the contractor shall include cost back-up documentation
(e.g., delivery receipts, time sheets, & material/travel costs, etc.) to the invoice in iRAPT/WAWF. When requested
by the COR, the contractor shall directly provide a soft copy of the invoice and any supporting invoice
documentation (CDRL A004) directly to the COR within 24 hours of request to assist in validating the invoiced
amount against the products/services provided during the billing cycle.

53.15 Labor Rate Limitation Notification

For level of effort (LOE) service task orders (cost type labor-hour and fixed-price) above the Simplified
Acquisition Procedures (SAP) threshold, the contractors shall monitor the following labor rates as part of the
monthly TOSR (see CDRL A00! Attachment 2 of Exhibit A — Personnel Listing). The contractor shall deliver
required notification if specified criteria and threshold values are met. The ability of a contractor to monitor labor
rates effectively will be included in the task order Quality Assurance Surveillance Plan (QASP).

(a) Fully burden labor rates per person (subcontractor included) charged on task order — If the fully burden
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rate (inclusive of fee, which also extends to prime contractor fee on subcontractor labor) of any individual in any
labor category exceeds the threshold amount of $182.00/hour and the individual’s rate was not disclosed in
pre-award of the task order, the contractor shall send notice and rationale (CDRL A005) for the identified labor
rate to the COR who will then send appropriate notification to the Contracting Officer. If the number of hours
anticipated to be billed for an individual within one labor category is equal to or less than 200 labor hours for any
given period of performance (e.g., base period, option year 1, or option year 2) for this effort, the hours to be
billed for the individual are excluded from the CDRL notification.

(b) Negotiated versus actual average labor rates variance — If the actual average labor rate (inclusive of fee)
(total actual fully burdened labor costs “divided by™ total number of hours performed) compared to the negotiated
average labor rate (total negotiated fully burdened labor costs “divided by” total number of hours negotiated) is
greater than 20 %, the contractor shall send notice and rationale (CDRL A005) for the rate variance to the COR
who will then send appropriate notification to the Contracting Officer. The contractor shall annotate the monthly

percentage rate variance between the actual average labor rate versus the negotiated average labor rate in the
TOSR.

53.1.6 ODC Limitation Notification

Contractors shall monitor Other Direct Costs (ODCs) as part of the monthly TOSR. For this monitoring purpose,
ODCs include incidental material, travel, and other non-labor costs (excluding subcontracting and consultant labor
cost) required in performance of the service. For any given period of performance, if the cumulative total cost of
ODCs exceeds the awarded total cost of ODCs (regardless of any modifications to the awarded amount) by 10%,
the contractor shall send notice and rationale (CDRL A005) for exceeding cost to the COR who will then send a
memorandum signed by the PM (or equivalent) to the Contracting Officer documenting the reasons justifying the
increase of ODC. The ability of a contractor to monitor ODCs will be included in the task order QASP.

53.1.7 Limitation of Subcontracting

Limitation of subcontracting is applicable for task orders that have been wholly or partially set aside for small
business or 8(a) concerns. The contactor shall develop and submit a Limitation of Subcontracting Report (LSR)
(CDRL A008) every 3 months. See applicable DD Form 1423 for reporting details and distribution instructions.
The labor cost provided should correspond to the cumulative monthly submitted invoices. The Government
reserves the right to perform spot checks and/or request copies of any supporting documentation.

5.4 CONTRACTOR PERFORMANCE MANAGEMENT

Contractor performance standards and requirements are outlined in the task order QASP. The ability of a
contractor to perform to the outlined standards and requirement will be captured in the Contractor Performance
Assessment Reporting System (CPARS). In support of tracking contractor performance, the contractor shall
provide the following documents: Cost and Schedule Milestone Plan (CDRL A006) submitted 10 days after task
order award and CPARS Draft Approval Document (CDAD) Report (CDRL A007) submitted monthly.

5.5 EARNED VALUE MANAGEMENT (EVM)

In accordance with DoD policy, this task order does not require Earned Value Management (EVM)
implementation due to cost of task order (base plus all options) does not exceed $20M and does not lend itself to
meaningful EVM information. In lieu of EVM, the contractor shall develop and maintain, a Contract Funds Status
Report (CDRL A010) to help track cost expenditures against performance.

6.0 DOCUMENTATION AND DELIVERABLES
6.1 CONTRACT DATA REQUIREMENT LISTINGS (CDRLs)
The following listing identifies the data item deliverables required under this task order and the applicable section

of the PWS for which they are required. Section J includes the DD Form 1423s that itemize each Contract Data
Requirements List (CDRL) required. The contractor shall establish a practical and cost-effective system for
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developing and tracking the required CDRLs generated under each task. The contractor shall not develop any
CDRL classified TOP SECRET with SCI.

6.1.1 Administrative CDRL
The following table lists all required administrative data deliverables, Contract Data Requirements Lists (CDRLs),
applicable to this task:

. . PWS
CDRL # Deliverable Title Ref Para Frequency Date Due
3.1,43.3,
5.3.1.1,
5.3.1.5, 30 Days after TO
AQ001 Task Order Status Report 8.1.2, MTHLY award (DATO) and
8.2.3.1, monthly on the 10th
10.2.1,
10.3.5.1
A002 Task Order Closeout Report 3.1,53.1.2, ITIME NLT 15 dgys before
10.3.9 completion date
Cybersecurity Workforce (CSWF) 4.3.3, 30 DATO and
0
A003 Report 8.23.1 MTHLY monthly on the 10th
A004 Invoice Support Documentation 3.1,53.13 ASREQ Within 24 hrs from
request
A005 Limitation Notification & Rationale 3.1,53.1.5, ASREQ Within 24 hrs from
5.3.1.6 occurrence
One time with
A006 Cost and Milestones Schedule Plan 3.1,54 revisions NLT [0 DATO
(ONE/R)
30 DATO and
A007 Contractor CPARS Draft Approval 54,116 MTHLY an
Document (CDAD) Report monthly on the 10
A008 Limitation to Subcontracting Report 5.3.1.7 QRTLY NLT 105 DATO and
every third month on
the 10th
A009 OCONUS Deployment Package 11.3.1 ITIME NLT 30 days prior to
travel
6.1.2 Technical CDRL

The following table lists all required technical data deliverables, (CDRLs), applicable to this task order:

. . PWS
CDRL # Deliverable Title Ref Para Frequency Date Due
th
A010 Contract Funds Status Report 5.5,8.1.2 MTHLY 10" of Each
(CFSR) Month
th
AO11 Inventory Tracking Report 102.1,1034 | MTHLY 107 of Each
Month
6.2 ELECTRONIC FORMAT

At a minimum, the contractor shall provide deliverables electronically by e-mail; hard copies are only required if
requested by the Government. To ensure information compatibility, the contractor shall guarantee all deliverables
(i.e., CDRLs), data, correspondence, and etc., are provided in a format approved by the COR. The contractor shall
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provide all data in an editable format compatible with SPAWARSYSCEN Atlantic corporate standard software
configuration as specified below. Contractor shall conform to SPAWARSYSCEN Atlantic corporate standards
within 30 days of task order award. The initial and future upgrades costs of the listed computer programs are not

chargeable as a direct cost to the Government.

Deliverable Software to be used
a. Word Processing Microsoft Word
b. Technical Publishing PageMaker/Interleaf/SGML/
MSPublisher
c. Spreadsheet/Graphics Microsoft Excel
d. Presentations Microsoft PowerPoint
e 2-D Drawings/ Graphics/Schematics (new data Vector (CGM/SVG)
products)
f. 2-D Drawings/ Graphics/Schematics (existing data Raster (CALS Type I, TIFF/BMP,
products) JPEG, PNG)
g. Scheduling Microsoft Project
h. Computer Aid Design (CAD) Drawings AutoCAD/Visio
i. Geographic Information System (GIS) Arclnfo/ArcView
6.3 INFORMATION SYSTEM
6.3.1 Electronic Communication

The contractor shall have broadband Internet connectivity and an industry standard email system for
communication with the Government. The contractor shall be capable of Public Key Infrastructure (PK1) client
side authentication to DOD private web servers. Unless otherwise specified, all key personnel on task order shall
be accessible by e-mail through individual accounts during all hours.

6.3.2 Information Security

Pursuant to DoDM 5200.01, the contractor shall provide adequate security for all unclassified DoD information
passing through non-DoD information system including all subcontractor information systems utilized on the task
order. The contractor shall disseminate unclassified DoD information within the scope of assigned duties and
with a clear expectation that confidentiality is preserved. Examples of such information include the following:
non-public information provided to the contractor, information developed during the course of the task order, and
privileged task order information (e.g., program schedules, task order-related tracking).

6.3.2.1 Safeguards

The contractor shall protect Government information and shall provide compliance documentation validating they
are meeting this requirement in accordance with DFARS Clause 252.204-7012. The contractor and all utilized
subcontractors shall abide by the following safeguards:

(a) Do not process DoD information on public computers (e.g., those available for use by the general
public in kiosks and hotel business centers) and computers that do not have access control.

(b) Protect information by at least one physical and electronic barrier (e.g., locked container and room,
login and password) when not under direct individual control.

(c) Sanitize media (e.g., overwrite) before external release and disposal.

(d) Encrypt all information that has been identified as controlled unclassified information (CUI) when it is
stored on mobile computing devices such as laptops and personal digital assistants, and removable storage media
such as portable hard drives and digital optical disks, using DoD Authorized Data-at-Rest encryption technology.
NOTE: Thumb drives are not authorized for DoD work, storage, and transfer. Use GSA Awarded DAR solutions
(GSA # 10359) complying with ASD-NII/DOD-CIO Memorandum, “Encryption of Sensitive Unclassified
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Data-at-Rest on Mobile Computing Devices and Removable Storage.” The contractor shall ensure all solutions
meet FIPS 140-2 compliance requirements,

(e) Limit information transfer to subcontractors and teaming partners with a need to know and a
commitment to at least the same level of protection.

()] Transmit e-mail, text messages, and similar communications using technology and processes that
provide the best level of privacy available, given facilities, conditions, and environment. Examples of
recommended technologies and processes include closed networks, virtual private networks, public key-enabled
encryption, and Transport Layer Security (TLS). Encrypt organizational wireless connections and use encrypted
wireless connection where available when traveling. If encrypted wireless is not available, encrypt application
files (e.g., spreadsheet and word processing files), using at least application-provided password protection level
encryption.

(g) Transmit voice and fax transmissions only when there is a reasonable assurance that access is limited to
authorized recipients.

(h) Do not post DoD information to Web site pages that are publicly available and have access limited only
by domain and Internet protocol restriction. Such information shall be posted to Web site pages that control
access by user identification and password, user certificates, and other technical means and provide protection via
use of TLS and other equivalent technologies. Access control shall be provided by the intranet (vice the Web
site itself and the application it hosts).

(i) Provide protection against computer network intrusions and data exfiltration, minimally including the
following:

1. Current and regularly updated malware protection services, e.g., anti-virus, anti-spyware.

2, Monitoring and control of inbound and outbound network traffic as appropriate (e.g., at the external

boundary, sub-networks, individual hosts) including blocking unauthorized ingress, egress, and exfiltration through
technologies such as firewalls and router policies, intrusion prevention and detection services, and host-based
security services.

3. Prompt application of security-relevant software patches, service packs, and hot fixes.

() As applicable, comply with other current Federal and DoD information protection and reporting
requirements for specified categories of information (e.g., medical, critical program information (CPI), personally
identifiable information, export controlled).

(k) Report loss and unauthorized disclosure of information in accordance with task order and agreement
requirements and mechanisms.

6.3.2.2 Compliance
Pursuant to DoDM 5200.01, the contractor shall include in their quality processes procedures that are compliant
with information security requirements.

7.0 QUALITY

7.1 QUALITY SYSTEM

Upon task order award, the prime contractor shall have and maintain a Quality Management System that
encompasses Quality Assurance processes and Quality Control procedures that meet task order requirements and
program objectives while ensuring customer satisfaction and defect-free products/process/services. The contractor
shall have a sufficiently documented quality system which contains procedures, planning, and all other
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documentation and data necessary to provide an efficient and effective quality system based on a contractor’s
internal auditing system. Thirty (30) days after task order award, the contractor shall provide to the government a
copy of its Quality Assurance Plan (QAP) and any other quality related documents as applicable to the TO. The
contractor shall make the quality system available to the government for review at both a program and worksite
services level during predetermined visits. Existing quality documents that meet the requirements of this task
order shall continue to be used. If any quality documentation is disapproved and requires revisions, the contractor
shall correct the problem(s) and submit revised documentation NLT 2 weeks after initial disapproval notification.
The contractor shall also require all subcontractors to possess a quality assurance and control program
commensurate with the services and supplies to be provided as determined by the prime’s internal audit system.
The Government reserves the right to disapprove the contractor’s and subcontractor’s quality system and portions
thereof when the quality system(s) fails to meet contractual requirements at either the program and worksite
services level. The Government reserves the right to participate in the process improvement elements of the
contractor’s quality assurance plan and development of quality related documents as needed. At a minimum, the
contractor shall ensure their quality system meets the following key criteria:

® Establish documented, capable, and repeatable processes

® Track issues and associated changes needed

® Monitor and control critical product and process variations

® Establish mechanisms for feedback of field product performance

® Implement and effective root-cause analysis and corrective action system

® Establish methods and procedures for continuous process improvement

7.2 QUALITY MANAGEMENT PROCESS COMPLIANCE

7.2.1 General

The contractor shall have processes in place that coincide with the government’s quality management processes.
The contractor shall be required to utilize the processes and procedures already established for the project. The
contractor shall use best industry practices including, when applicable, ISO/IEC 15288 for System life cycle
processes and ISO/IEC 12207 for Software life cycle processes. The contractor shall be ISO 9001 compliant.
Having a formal 1SO certification is desired, it is not a required as long as the contractor is compliant. As
applicable, the contractor shall also support and participate in event-driven milestones and reviews as stated in the
Defense Acquisition University's (DAU's) DoD Integrated Defense Acquisition, Technology, and Logistics Life
Cycle Management System Chart which is incorporates multiple DoD directives and instructions — specifically
DoDD 5000.01 and DoDI 5000.02. The contractor shall provide technical program and project management
support that will mitigate the risks to successful program execution. The contractor shall employ including
employment of Lean Six Sigma methodologies in compliance with SPAWARSYSCEN Atlantic requirements and
with the SSC Engineering Process Office (EPO) Capability Maturity Model Integration (CMMI) program. As part
of a team, the contractor shall support projects at SPAWARSYSCEN Atlantic that are currently, and in the process
of, being assessed under the SSC EPO CMMI program. The contractor shall be required to utilize the processes
and procedures already established for the project and the SSC EPO CMMI program and deliver products that are
compliant with the aforementioned processes and procedures. Although having a formal CMMI appraisal is
desired, it is not required.

7.3 QUALITY ASSURANCE

The contractor shall perform all quality assurance process audits necessary in the performance of the various tasks
as assigned and identified in the contractor‘s Quality Assurance Plan (QAP) or by the respective WBS, POA&M,
or quality system/QMS documentation in support of continuous improvement. The contractor shall deliver related
QAP and any associated procedural documents upon request. The Government reserves the right to perform any
additional audits deemed necessary to assure that the contractor processes, products, and related services,
documents, and material meet the prescribed requirements and to reject any or all processes or related products,
services, documents, and material in a category when noncompliance is established.

7.4 QUALITY CONTROL






