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GENERAL INFORMATION
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SECTLON B SUPPLIES OR SERVICES AND PRICES

CLIN - SUPPLIES OR SERVICES

For Cost Type Items:

Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF

7000 7010 Encerprise Staging and 1.0 LO
Warehouse Support Cost Only
BASE CLIN Single Funding-PNC
tPMC)

700001 7010 ACRN: AA CLINt 7000 01 PR #:
1300688066 CRM #: 17-00496 CIN
13006880660001 Standard Doc. :
N6523618PR00882 Funding Doc
#:M9545018RC84598 PSC: 7010
Network Activity #:
100001346537 0020 Funds
Expiration: 9/30/2020 Amount:
$408,000 Applicable PWS
Paragraphs - all Paragraphs
Type / Appropriation: Direct
Cite! FY 18 PNC Funds Cost
Code: 8RC84598101L Ease CLIN -

Cost Only, Single Funding tPMC)
(PMC)

700002 7010 ACRN: AB COIN: 7000 02 PR #:
1300688066 CRN #: 17-00496 CIN
13006880660002 Standard Doc. #:
N6523618PR00882 Funding Doc
#:N9545018RC84522 PSC: 7035
Network Activity #:
100001318961 0040 Funds
Expiration: 9/30/2020 Amount:
$120,341.84 Applicable PWS
Paragraphs - all Paragraphs
Type / Appropriation: Direct
Cite/ FY 18 PEC Funds Cost
Code: 8RC84522106G Base CLIN -

Cost Only, Single Funding (PUC)
tPMC)

For Cost Type / NSP Items

Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF

7001 Contract Data Requirements List 1.0 LO NSP

For Cost Type Items:

Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CFFF

7100 7010 Enterprise Staging and Warehouse 1.0 LO
Support Cost Only OPTION YEAR 1
CLIN Single Funding-PMC tPMC)
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Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF

Option

For Cost Type / NSP Items

Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF

7101 Contract Data Remuirements List 1.0 10 NSP

For Cost Type Items:

Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF

7200 7010 Enterprise Staging and Warehouse 1.0 LO
Support Cost Only OPTION YEAR 2
CLIN Single Funding-PMC tPMC)

Opt ion

For Cost Type / NSP Items

Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF

7201 Contract Data Requirements List 1.0 10 NSP

For Cost Type Items:

Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF

7300 7010 Enterprise Staging and Warehouse 1.0 10
Support Cost Only OPTION YEAR 3
CLIN Single Funding-PMC (?MC)

Option

For Cost Type / NSP Items

Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF

7301 Contract Data Requirements List 1.0 LO NSP

For Cost Type Items:

Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF

7400 7010 Enterprise Staging and Warehouse 1.0 10
Support Cost Only OPTION 4 CIIN

Single Funding-PMC tPNC)

Option
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For Cost Type / NSF Items

Item PSC Supplies/Services Qty Unit Est. Cost Fixed Fee CPFF

7401 Contract Data Requirements List 1.0 LO NSF

For ODC Items:

Item PSC Supplies/Services Qty Unit Est. Cost

9000 7035 Enterprise Staging and Warehouse Support ODC CLIN Only BASE 1.0 LO
CLIN Single Funding-PMC (PMC)

900001 7035 ACRN: AB CLIN: 9000 01 PR #: 1300688066 CR11 #: 17-00496 CIN
13006880660003 Standard Doc. t: N6523618PR00882 Funding Doc
#:M9545018RC84522 PSC: 7035 Network Activity #: 100001318961
0040 Funds Expiration: 9/30/2020 Amount: $33,723.95
Applicable P113 Paragraphs

- all Paragraphs Type /
Appropriation: Direct Cite! FY 18 PMC Funds Cost Code:
2RC84522106G Base CLIN - ODC Funding Only, Single Funding
(PMC) (PMC)

9100 7010 Enterprise Staging and Warehouse Support ODC CLIN Only 1.0 LO
OPTION 1 CLIN Single Funding-PNC (PUC)

Option

9200 7010 Enterprise Staging and Warehouse Support ODC CLIN Only 1.0 LO
OPTION YEAR 2 CLIN Single Funding-PMC (PMC)

Option

9300 7010 Enterprise Staging and Warehouse Support OUC CLIN Only 1.0 LO
OPTION 3 CLIN Single Funding-PNC tPNC)

Option

9400 7010 Enterprise Staging and Warehouse Support ODC CLIN Only 1.0 LO
OPTION 4 CLIN Single Funding-PUC tPMC)

Option

IIQ B-2-0015 RkvlEr1iS OF FEE(S) (LEVEL OF EFFORT — AL[ERN-VFE I) (NAVSEA) (MM 2010)

a. For purposes of this contract, “fee” means “target fee” in cost-pius-incentive-fee type contracts, base fee” in cost-pitis
avard- lee type contracts. or “fixed fee” in cost-plus-fixed-fee type contracts for level of effbrt type contracts.

b. The Government shall make pa ments to the Contractor, subject to and in accordance with the clause in this
contractentitled “FIXED FEE” (FAR 52.216-8) or “INCENTIVE FEE”, (FAR 52.216-10). as applicable. Such payments
shall be subniitted by and payable to the Contractor pursuant to the clause of this contract entitled “ALLOWABLE COST
AND PAYMENT” (FAR 52.216-7). subject to the withholding terms and conditions ofthe “FIXED FEE” or
“INCENTIVE FEE” clause, as applicable, and shall be paid fee at the hourly rate(s) specified in the table belo per
man-hour perlbniied and invoiced. Total fee(s) paid to the Contractor shall not exceed the fee amount(s) set forth in this
contract. In no event shall the Government be reqtured to pay the Contractor any amount in excess of the funds obligated
under this contract.
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CLIS Fixed fee Hours fee per Diict Labor Hour

Base \ëw 7000 62,883

Option Year I 7100
61.190

Option ‘ar 2 7200 61.490

Option Year 3
7300 61,490

Option \ear 4 7400 61.490
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SECTION C I)ESCRIPTIONS AND SPECIFICATIONS

SECTION C - I)ESCRIPTION/SPECS!WORK STATEMENT

SPECIFICATIONS/STATEMENT OF WORIQPERFORMANCE WORK STATEMENT

Work under this performance-based task order will be performed in accordance with the following
description! specifications which herein will be referred to as Performance Work Statement (PWS):

SHORT TITLE: ENTERPRISE STAGING AND WAREHOUSING SUPPORT

PLACES OF PERFORMANCE

Government Site. Norfolk, VA

Government Site. Stafford. VA

Contractor Site, Charleston. SC

Contractor Site, Norfolk, VA

1.0 PURPOSE

1.1 BACKGROUND

The Enterprise Staging and Warehousing (ES&W) facility provides for the reliable and secure delivery
of commercial Information Technology (IT) hardware, and integrated software, ordered by the United
States Marine Corps (USMC). The ES&W facility assures the compliance of IT hardware with
information assurance ! cyber security requirements; verifies compliance with Item Uniqcte Identification
(IUID) marking requirements; ensures compliance of purchased commercial IT hardware with the terms
of ptlrchase contracts: applies and conligures approved and updated firmvare and software to IT assets;
assures the functionality of IT assets: handles noncompliance events (such as working with vendors to
repair or replace damaged and noncompliant IT hardware); ensures the prompt payment of vendors for
delivered, functional. and fully compliant IT hardware; packages USMC orders for delivery: arranges
shipment of orders to USMC units; tracks delivery of orders to USMC units; and. facilitates IT asset
management and property management functions in various USMC systems of records. The ES&W
facility is operated by Space and Naval Warfare Systems Center (SPAWARSYSCEN) Atlantic and is
located in Building V-53 onboard Naval Station Norfolk. VA.
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1.2 SCOPE

This PWS covers the operation of the ES&W facility, including support for capacity and throughput
planning. operation of the facility (end-to-end processing of USMC IT orders and the operation and
administration of associated government-provided information systems). handling of nonconformance
events. support for enterprise IT asset and property manaernent functions, and stlpport for continuotis
process improvement efforts.

NOTE: Work will not he performed in Afghanistan.

2.0 APPLICABLE DOCUMENTS (ANI) DEFINITIONS)

The contractor shall ensure all ork accomplished on task Iltilizes the best commercial practices and
current acceptable industry standards. In accordance with Defense Acquisition Policy changes,
maximum utilization of non-government standards will be made wherever practical. Where backward
compatibility with existing systems is required, selected interoperahility standards will be invoked. For
purposes of bidding, the follo ing documents are not exclusive: however, all contractors shall be able to
meet those cited \hen applicable to the task order.

2.1 REQUIRED DOCUMENTS

1 he Following instructional documents are mandatory For tise. Unless otherwise specifled. the
document’s effective date of issue is the date on the request for proposal.

Document Nuniber Title
a. DoD 5200.2-R DoD Regulation — Personnel Security Program dtd

Jan 87
h. DoDM 5200.01 DoD Manual — Information Security Program

Manual dtd 24 Feb 12
c. DoDD 5205.02E DoD Directive — Operations Security (OPSEC)

Program dtd 20 Jim 12
d. DoD 5205.02-M DoD Mantlal — Operations Security (OPSEC)

Program Man LLaI dtd 3 Nov 08
e. DoD 5220.22-M DoD Manual — National Industrial Security

Program Operating Manual (NISPOM) dtd 28 Feb
06

f. DoDI 5220.22 [DOD Instruction — National Industrial Secitrity
Program dtd IS Mar II

g. DoDI $500.01 DoD Instruction — Cybersecurity dtd 14 Mar 14
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h. DoDI 8510.0 I DoD Instruction — Risk Manaement Framework
(RMF) for DoD Information TechnoIog’ (IT) dtd
12 Mar 14

1. DoD $570.Ol-M Information Assurance Workforce Improvement
Program dtd 19 Dec 05 with Change 3 dtd 24 Jan
12

j. DoDD $570.01 DoD Directive — Information Assurance Trainin.
Certification, and Workforce Management dtd 15
ALIgO1

k. SECNAV M-5239.2 DON Information Assurance Workforce
Management Manual dtd May2009

I. SECNAV M-55 10.30 Secretary of the Navy Manual — DoN Personnel
Security Program dtd Jun 2006

m. SECNAVINST 4110.34 Secretary of the Navy Instruction —

Implementation of Item Unique Identification
within the DoN, dtd 22 Dec 09

n. SECNAVINST 5239.313 DoN Information Assurance Policy, I 7 Jun 09
o. SECNAVINST 5510.30 I)oN Regulation — Personnel Security Program
p. SPAWARINST 3432.1 SPAW\R Instruction Operations Security

(OPSEC) Policy dtd 2 Feb 05
SPAWARINST 4440.12 Management of Operating Materials and Supplies

(OM&S), Government Furnished Property (GFP).
Contractor Acqtured Property (CAP). Properly,
Plant and Equipment ( PP&E), and Inventory

r. SPAWARINST 5721.113 SPAWAR Section 508 Implementation Policy, 17
Nov 09

GUIDANCE DOCUMENTS

The fot1o ing documents are to be used as guidance. Unless other ise specified. the document’s
effective date of issue is the date on the reqLlest for proposal.

Document Number Title
a. MIL-HDBK-6 I A Configuration Management

h. MIL-ST[)-I9l6 DoD Test Method Standard — DoD Preferred
Methods tbr Acceptance Of Product

c. DoDI 4151.19 DoD Instruction — Serialized Item Management
(SIM) for Life-Cycle Management of Materiel, 9
Jan 14

d. DoDI 4161.02 DoD Instruction — Accountability’ and
Management of Government Contract Property. 27
Apr12

e. DoDI $320.04 DoD Instruction — Item Uniqtte Identification
(IUID) Standards for Tangible Personal
Property, 3Sep15
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2.3 SOURCE OF DOCUMENTS

Title
DoD Directive — The Defense Acquisition
System

DoD Instruction — Operation of the Defense
Acquisition System

International Organization for Standardization!
hiternational Electrotechnical Commission:
Systems and Software Engineering — Softtvare
Life Cycle Processes

International Organization for Standardization!
International Electrotechnical Commission:
Systems and Software Engineering — System
LiIë Cycle Processes

Systems and Soft are Eni2jneerine — Software
Life Cycle Processes

Homeland Security Presidential Directive — Policy
Ibr a Common Identification Standard for Federal
Employees and Contractors. August 27. 2001
DoD Manual — DoD Identification Cards: ID card
Life-Cycle dtd 23 Jan 14
Federal In formation Processing Standards
Publication 201—2 — Personal identity Verification
(Ply) of Federal Employees and Contractors,
ALiglist 2013

--1

US Department ofiustice. Immigration and
Naturalization Services. Form (-9. 0MB No.

I 5—0136 — Em ployment El igi hi I ity Veri tication
SSC Atlantic Contractor Check-in portal —

liitp:” iLLpa\\aI.tiav\JniL’cinflucncc/dRpl:1\
Ss(,\(Ot C n[ra.hiv-( ilcL4.in

The contractor shall obtain all applicable documents. Many documents are available from online
sources. Specifications and commercial/induLstrial documents may be obtained from the following
sources:

Copies of Federal Specifications may be obtained from General Services Administration Offices in
Washington. DC, Seattle, San Francisco. Denver. Kansas City. MO.. Chicago, Atlanta. New York,
Boston, Dallas and Los Anueles.

-

f Document Number
f. DoDD 5000.01

g. DoDI 5000.02

IL 1SO!1EC 12207

I. ISO!IEC 15288

j. IEEE Std 12207-2008

k. HSPD-12

I DoDM- 1000.1 3-M-V I

in. rips PUB 20 1-2

n. Form 1-9. 0MB No.
115-0136

o. N!A

Copies of military specifications may be obtained from the Commanding Officer. Naval Supply Depot.
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3801 Tabor Aventie. Philadelphia. PA 19120-5099. Application for copies of other Military Documents
should he addressed to Commanding Officer. Na\al Publications and Forms Center. 5801 Tabor Ave..
Philadelphia, PA 19120-5099.

All other commercial and industrial documents can be obtained through the respective organization’s
webs i te.

3.0 PERfORMANCE REQUIREMENTS

The following paragraphs list all required support tasks that will be required throughout the task order
life. The contractor shall provide necessary resources and knowledge to support the listed tasks. The
contractor shall complete all required tasks while controlling and tracking performance and goals in
terms of costs. schedules, and resources.

3.1. REL[VANT EXPERIENCE

3.1.1 S’, stems and Equipment

The contactor shall provide ILinctional and technical expertise supporting ofa wide range of commercial,
DoN, and Do[) Business IT systems. Systems will range from client-server applications, employing
interactive and hatch processes. to customized eb—hased solutions, operating in a distributed or
standalone environment. Such systems include:

a. CMPRO Product Lifecycle Management (PSA Systems)

b. Defense Property Accountability System (DPAS)

c. Global Combat Support System — Marine Corps (GCSS-MC)

d. Remedy Service Management Suite (B MC)

e. Microsoft Windows Deployment Services, including Windows Deployment Toolkit

f. Assured Compliance Assessment Solution (ACAS)

3.1 .2 Proerams and Initiatives

The contractor shall have expertise supporting and complying with DoN and DoD enterprise initiatives.
Such programs and initiatives include:

a. Item Unique Identification (1UID)

b. IT Service Management (ITSM) / DoD Enterprise Service Management Framework (DESMF)

c. Defense Transportation Regulations (DTR)



CONTRACT NO. DELIVERY ORDER NO. PAGE FINAL
Noul 78-14-0-7736 N6523618F3035 It) o177

3.2. SUBTASK I: SUPPLY CHAIN MANAGEMENT OPERATIONS

Tile contractor shall operate the ES&W facility in order to provide for the reliable and secure delivery of
commercial Intormation Technology (IT) hardware, and integrated software. ordered by the United
States Marine Corps (USMC).

Tile contractor shall prepare and electronically deliver a Daily Stattls Report (DSR) (CDRL AOOl)
communicating the state of ES&W facility operations. in accordance with the reqiurements identified in
tile paragraphs that foi io\\.

3.2.1 ThrouIlptIt Analysis and Management

Tile contractor shall work closely ‘.‘ ith the COR to plan ES&W operations so as not to exceed tile
capacity ot’ the ES&W h.cilitv to fulfill planned orders. and to make best use of available capacity of the
ES&W facility. Capacit\ includes tile end-to-end capabilities ofthe ES&W facility to receive. irlspect,
integrate, kit, ship. and tenlporari y store IT assets. l’he contractor shall prepare and deliver a Project
Status Report (CDRL A002) on a weekly basis, listing all known and projected orders to be processed
through tile ES&W facility, as well as the status ot processing of any orders ill process, and known issues
altecting the ability otthe ES&W facility to process orders.

In preparing the Protect Status Report (CDRL A002), the contractor shall revie and rely upon
information provided by tile Government reflecting ptlrcilase contracts for IT assets. incltiding planned
timing of delivery of these orders to the ES&W facility. Tile Project Status Report (CDRL A002) shall
identify any instances vllere planned inbound shipments from vendors may exceed tile capacity of tIle
ES&W t’acility to receive, inspect, and temporarily store IT assets.

In preparing tile Project Status Report (CDRL A002), tile contractor sllali review and rely upon
information provided by the Government reflecting plans for delivery and fielding of IT assets to USMC
units (hereinatter referred to as the fielding synopsis). The Project Status Report (CDRL A002) shall
identity any instances \llere planned clehveries of IT assets may exceed tile silort-term storage or
Siliplllent capacity of the ES&W facility.

Tile Daily Status Report (CDRL AOO I) shall identify purchase contracts. inbound shipments, and
planned deliveries (otitboLind shipments).

3.2.2 Receiving

The contractor shall receive shipments of IT assets fronl vendors. Receiving includes coordination of
inbound deliveries from carriers, meeting carriers at the loading dock. offloading shipments of IT assets
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and placing them into temporary storage, and visually inspecting itibound shipments for signs of damage
at the loading dock.

Receiving also includes asset verification. After assets are moved from the loading dock into temporary
storage. the contractor shall verify that a sample of the received assets (typically one asset per pallet of
like items) match the specifications of the purchase contract, to include all relevant purchase contract
specifications for the configuration and functionality of the product.

In conducting receiving, the contractor shall review and rely upon the purchase contract for the IT assets
being received, which is provided h the Government.

The Daily Status Report (CDRL AOO1) shall reflect the date that items are received from the vendor for
each order.

3.2.3 I nventorv

1 he contractor shall conduct inventory of received IT assets to ensure that:

• The quantity of IT assets received matches the quantity ordered

• Item Unique Identification (IUID) tags are applied to IT assets as required by the purchase
c 0 nt rac t

• IUID labels match the information provided on the vendors asset shipping report

The contractor shall create inventory records in CMPRO for all received IT assets.

In conducting inventory, the contractor shall review and rely upon the vendor’s asset shipping
report. which is provided by the Government.
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The contractor shall electronically deliver the Validated Asset Shipping Report (CDRL A003) to
the Government \hen inventory is completed.

The Daily Status Report (CDRL AQOl) shall reflect the date that inventor has been completed for
each order.

3.2.1 lnteration

The contractor shall integrate authorized versions of firmware and software for IT assets.
Specifically, the contractor shall:

• Remo e any vendor-provided sot1 are ftom all IT assets

• Install or update firmware to the latest authorized version

• Con figure firmware according to approved conhguration instructions

• Install authorized software on all IT assets

• Conduct automated verification and information collection on all IT assets

• Conduct manual inspection of a statistically rele’ ant sample of IT assets in each order

• Conduct additional manual inspection of IT assets in the event that automated verification and
manual inspections reveal errors or nonconformance conditions
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The contractor shall produce and store one Quality Control Report (CDRL A004) for each batch of IT
assets integrated. A hatch is a variably-sized group of IT assets cLndergoing integration at the same time,
typically on the same lane, within the integration facility. The Quality Control Report (CDRL A001)
shall include the unique identifications of the assets integrated, the timing of the integration process
inclLtding times when significant steps in the process began and ended, the number of times the imaging
process failed and had to he restarted. and any nonconformance events observed in each batch. to include
remedial actions taken.

In conducting integration, the contractor shall use and rely upon scripts, firmware versions, sotIware
images, firmare configuration instructions, and equipment (including the enterprise imaging
management system) provided by the Government.

The Daily Status Report (CDRL AOOl) shall reflect the date that integration has been completed for each
order.

3.2.5 Kittini

The contractor shall kit orders for delivery to USMC units. Kitting includes packaging of IT assets and
peripherals to ftiltill the requirements of each order, and preparation of each order br shipment. The
contractor shall scan each pallet of assets to update the inventory location of assets and to veril\ that the
total quantity of assets scanned matches the quantity of assets required for each order.

The contractor shall prepare pallets for shipment so as to prevent loss and detect tampering dctring
shipment, according to current ES&W standard operating procedures. Protective measures include
application of anti-tamper tape to boxes on outgoing pallets. and application of black overwrap hen
palletizing the order for shipment. Tamper detection methods also include taking Photographs (CDRL
A005) of each pallet prior to, and aler. the application of pallet overwrap.

The contractor shall create a Pull Ticket (CDRL A006) for each kitted order. The Pull Ticket shall be
completed and delivered during the shipping process.

In conducting kitting, the contractor shall refer to and rely upon the fielding synopsis provided by the
government. vhich identifies vhich USMC units are to receive which assets from each order.

The Daily Status Report (CDRL AOOt) shall reflect the date when each order has started and completed
k itti ng.
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3.2.6 Shipping

The contractor shall ship IT assets to USMC units, and create and transfer relevant records via various
systems of records.

The contractor shall create accountable property records in the Defense Property Accotlntability System
(DPAS) or Global Combat Support System — Marine Corps tGCSS-MC) for IT assets requiring such
records. The contractor shall also create and electronically submit DD-1348 forms (CDRL AO07) for
accountable propert\. The contractor shall transfer any property records (including electronic records and
DD-1348 forms) to the receiving unit, as reflected in the fielding synopsis.

The contractor shall create DD- 1149 forms (CDRL A008) for each shipment. DD- 1149 forms shall he
created and submitted to the Government for approval electronically via CM PRO.

The contractor shall create IT Asset Records (CDRL A009) in the USMC IT Service Management
(ITSM) system (BMC Remedy) for IT assets in each order. IT Asset Records shall he delivered
electronically during shipment.

The Pull Ticket (CDRL A006) shall be updated and submitted to reflect the completion of all steps
necessary to ship each order, prior to shipment.

The contractor shall move pallets to a secure area near the loading dock within 24 hours prior to
shipment. At the time of shipment, the contractor shall meet the carrier at the loading dock: load the
shipment onto the carrier’s vehicle: take Photographs (CDRL AOU5) of the shipment as loaded on the
carrier’s chicle: and, obtain and store a signed copy of the Bill of Lading (CDRL AU 10) for the
shipment.

The contractor shall send electronic Notification of Shipment (CDRL AOl 1), as an email ith DD-1 149
and DD-134$ forms attached, to the receiving unit. The Notification of Shipment shall request signed
copies of all forms hack from the receiving unit upon receipt of the shipment. The contractor shall
deliver any signed DD-l 149 and DD-l348 forms to the Government upon receipt. If no signed forms are
received within seven days, the contractor shall send a second Notification of Shipment (CDRL AOl 1) to
the receiving unit.

In conducting shipping. the contractor shall refer to and rely upon the fielding synopsis, which is
provided by the Government.

The Daily Status Report (CDRL AUDI) shall reflect the date when each order is ready for shipment. and
the date hen each order is shipped.
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3.2.7 Nonconformance Events

The contractor shall create and electronically deliver a Nonconformance Event (CDRL A012) record
whenever a vendor is not ill conformance with the terms of a purchase contract. By tav of example.
Nonconformance Events may include instances when vendor deliveries are later than required by the
contract. when an IT asset fails a planned quality control check, or when an IT asset has an observed
fttilure or is damaged.

The contractor shall assist the Government in identit’vin root caLises and trackin resolutions of
Nonconformance Events. Resolutions of Nonconformance Events typically include return material
atithorizations (RMAs) and deliveries of replacements for nonconforming IT assets.

The DaiR Status Report (CDRL AOOl ) shall include information concerning each Nonconformance
Event.

3.2.8 Warehouse Manauernent

The contractor shall manage the use of government—provided temporary storage locations within the
ES&W facility. Inventory records within the ES&W facility are kept in CMPRO. Warehottse
management includes tracking of the locations of all IT assets within the ES&W facility, from arrival to
departure; maintaining and updating warehouse topology (both electronically and on any physical
markings and signage); directing and controlling the use of’ various temporary storage locations within
c’ipacitv limitations; maintaining standards of safety and security in storage locations under the
contractors control; and, conducting routine and periodic inventories of assets in each storage location.
The contractor shall produce an Inventory Reconciliation Report (CDRL AOI3), at a minimum, once
every six months: and, as soon as practicable. in the event of a government audit. The Inventory
Reconciliation Report fCDRL AOl3) shall identify any discrepancies between inventory records in
CM PRO and assets located in each storage location.

3.3. SUBTASK 2: IMAGING MANAGEMENT SYSTEM ADMINISTRATION

The contractor shall administer and stipport the Enterprise Imaging Management System (ElMS) within
the ES&W facility. The ElMS is a system of systems, providing essential functionality to distribute.
configure. and inspect soft are and firmware images for IT assets during the integration process (see
paragraph 3.2.4).

3.3.1 Confltiration Management

As outlined in MIL-HDBK-61A. the contractor shall apply engineering analytical disciplines to identify.
document, and verify that functional. performance. and physical characteristics of systems. to control
changes and non-conformance, and to track actual configurations of systems and platforms.
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3.3.2 Cvbersecurity/l nformation Assurance

Cybersecurity (also kno\ n as Information Assurance (IA)) includes tasks which the contractor shall
protect and defend information and information systems by ensuring their availability, integrity,
authentication, confidentiality, and non-repudiation. This includes providing for restoration of
information systems by incorporating protection. detection, and reaction capabilities.

3.3.2.1 Cybersecurity Personnel

(a) In accordance with DEAR clatise 252.239-700!, DoDD 8570.01 and SECNAV M-5239.2. contractor
personnel peorming cvhersecuritv functions shall meet all cyhersecuritv training, certification, and
tracking requirements as cited in DoD 8570.0 I-M prior to accessing DoD information systems.

(b) The contractor shall he responsible for tracking and reporting cybersecurity personnel, also known as
Cybersecurity Workforce (CSWF). See PWS Para 5.2.1.4 for CSWF Report (CDRL A023)
req iii rem enis.

3.3.2.2 Desien Changes

The contractor shall ensure equipment/sYstem installed or integrated into Navy platfbrms will meet the
cybersecurity requirements as specified under DoD! 8500.0!.

3.3.3 Systems Administration and Maintenance Tasks

The contractor shall:

Maintain the security’ posture of the ElMS system and all components of the system in accordance
with the approved Security Plan of Action and Milestones (POAM) and the Information Assurance
Vulnerability Management (IAVM) plan. This includes running Assured Compliance Assessment System
(ACAS) scans of ElMS systems and components. and applying vendor-provided security patches for
El MS systems and corn ponents. monthly.

2. Maintain images and data backups of the ElMS systems and components as necessary to facilitate the
rapid restoration of functionality in the event that an ElMS hardware component fails, and is replaced.

3. Maintain ElMS Scripts (CDRL A014). ElMS incorporates scripts for various purposes such as
activating soEware licenses, printing and saving automated device audits, and deploying and configuring
firmware. Maintenance of scripts and batch files includes making updates to resolve functionality issues
or to implement requested and approved configuration changes.
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4. Apply any vendor-provided and pLIbI icly-avai lable security patches to government-provided software
images for IT assets, monthly.

5. Add device drivers to government-provided software images for IT assets, as necessary in order to
allow images to fully function when installed on vendor—provided hardware.

6. Evaluate and report the impact of executing government—provided firmware configuration instructions.
and deliver a resulting Technical/Analysis Report (CDRL A0l5). Impacts may include impacts on
functionalit of the integrated asset. and impacts on the time required to integrate IT assets using
provided instructions.

7. Develop and deliver Firmware Configuration Instructions (CDRL AO 16), implementing the minimum
set of IA controls required tbr a given platform. based on the applicable Authority to Operate (ATO) and
the available settings in the latest approved firmware version.

3.4. SUI3TASK 3: IT ASSEF MANAGEMENT SUPPORT

The contractor shall assist Marine Corps Systems Command (MARCORSYSCOM) in the management
of IT assets relating to ES&W operations. This subtask is performed at MARCORSYSCOM facilities in
Stafford. VA. Level of effort support under this subtask consists of one (1) full time equivalent subject
matter expert capable of fulfilling duties and responsibilities as described herein.

The contractor shall:

1. Assist MARCORSYSCOM Ijioject management oftices in identifying specific requirements and
resolving issues pertaining to the accotlntability, warranty, disposal, and tech refresh of IT assets subject
to ES&W processes.

2. Provide sLipport to MARCORSYSCOM project management offices in ensuring the completeness.
correctness. and consistency of property records in systems such as DPAS and GCSS-MC, and IT asset
records in ITSM systems such as BMC Remedy.

3. Perform data analysis and correlation efforts to assist with the management of IT asset data in
databases used by MARCORSYSCOM project management offices. in DPAS. GCSS-MC, and BMC
Remed. including Lifecycle Identification (LCID) tags used for Secure Operational Network
Infrastructure and Communications (SONIC) assets. as well as other configuration management and
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accountability systems.

4. Facilitate and organize Asset Managers meetings on a monthly basis involving MARCORSYSCOM
project management office representatives and IT asset managers from across the user base of the Marine
Corps Enterprise Netork (MCEN). The contractor shall provide the electronic invitation for the IT
Asset Managers Meeting (including managing the participant list for the meeting): facilitate the meeting;
and provide Meeting Minutes (CDRL A0l7) summarizing participation. key outcomes and decisions.
and action items resultintt from each Asset Manatters meetini.

5. Follow up with any USMC units receiving a second Notification of Shipment (CDRL AOl I). to help
ensure that signed DD-l 149 and DD-l34$ forms are returned to the ES&W facility.

3.5. SUBTASK 1: CONTINUOUS PROCESS IMPROVEMENT

The contractor shall assist the Government in conducting ES&W process improvement elThiis.

Specifically, the contractor shall:

I. Assist the Government to identiR process and piocedural steps to be measured and recorded, in order
to collect baseline measurements to facilitate future process improvement efforts.

2. Propose specific process improvement ideas by submitting Change Proposals (CDRL A018). Each
Change Proposal (CDRL AU 18) shall identify a specific process of procedure, identify the baseline
measurement(s) of the process or procedure to be improved, identify targets for improvement, and
propose methods of improving outcomes or increasing the efficiency of specified processes or
procedures.

3. Assist the Government in the execution of planned process improvement initiatives by measuring and
reporting the timing and outcomes of specific processes and procedures tinder review.

4. Update references, documentation, systems, scripts, and other resources as required upon approval ofa
Change Proposal (CDRL AU 18) to implement any approved process or procedural changes.

5. Update baseline measurements impacted by approved Change Proposal (CDRL A018) in order to
establish new measurement baselines.
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4.0 iNFORMATION TECHNOLOGY (IT) SERVICES REQUIREMENTS

4.1 INFORMATION TECHNOLOGY (IT) GENERAL REQUIREMENTS

The contractor shall be responsible for the following:

4. 1 . I Ensure that no production systems are operational on any RDT&E network.

4.1 .2 FoIlov DoDI 85 10.01 of 12 Mar 2014 when deploying. integrating, and implementing IT
capabilities.

4.1.3 Migrate all Navy Ashore production systems to the NMCI environment where available.

4.1 .1 Work with government personnel to ensure compliance with all current Nay IT &
c hersecurity policies, including those pertaining to Cyber Asset Reduction arid Security (CARS).

4.1.5 Follow SECNAVINST 5239.3 B of 17 June 2009 & DoDI 8510.01 of 12 Mar 2014 prior to
integration and implementation of IT solutions or systems.

4.1.6 Register any contractor-owned or contractor-maintained IT systems utilized on this task order
in the Department of Defense IT Portfolio Registry (DITPR)-DON.

1.2 ACQUISITION OF COMMERCIAL SOFTWARE PROI)UCTS. HARDWARE. AND
RELATED SERVICES

Contractors recommending or purchasitig commercial software products, hardware, and related services
supporting Navy programs and prolects shall ensure they recommend or procure items from approved
sources in accordance with the latest DoN and DoD policies.

4.2.1 DoN Enterprise Licensing ACreernent/DoD Enterprise Software Initiative Program

Pursuant to DoN Memorandum — Mandatory use of DoN Enterprise Licensing Agreement (ELA) dtd 22
Feb 12, contractors that are authorized to use Government supply sources per FAR 51.101 shall verify if
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the product is attainable through DoN ELAs and ifso. procure that item in accordance with appropriate
ELA procedures. If an item is not attainable through the DoN ELA program. contractors shall then
utilize DoD Enterprise Software Initiative (ESI) program (see DFARS 208.74) and government-wide
SmartBLty program (see DoD memo dtd 22 Dec 05). The contractor shall ensure any items purchased
outside these programs have the required approved taivers as applicable to the program.

4.2.2 DoN Application and Database Manatement System (DADMS)

The contractor shall ensure that no Functional Area Manager tEAM) disapproved applications are
integrated, installed or operational on Navy networks. The contractor shall ensure that all databases that
use database management systems (DBMS) designed. implemented. and/or hosted on servers and/or
mainframes stipporting Navy applications and systems be registered in DoN Application and Database
Management System (DADMS) and are FAM approved. All integrated, installed, or operational
applications hosted on Navy networks must also be registered in DADMS and approved by the FAM.
No operational s stems or applications will be integrated, installed, or operational on the RDT&E
netv ork.

4.3 SOFTW-RE DEVELOPMENT/MODERNIZATION AND HOSTING

The contractor shall ensure all programs utilizing this task order for software development!
modernization IDE V/MOD): including the development of IT tools to automate SPAWARSYSCEN
Atlantic business processes are compliant with DON Information Management/Information Technology
(DON IM!IT) Investment Review Process Guidance requirements. Contractors shall neither host nor
develop IT tools to automate SPAWARSYSCEN Atlantic business processes unless specifically tasked
within the task order. The contractor shall ensure IT tools developed to automate SPAWARSYSCEN
Atlantic business processes will be delivered with full documentation (CDRL A0l9) and source code
(CDRL A020) to allo non-proprietary operation and maintenance by any source. The contractor shall
ensure all programs are scibmitted with proof of completed DEV/MOD certification approval from the
appropriate authority in accordance with DON policy prior to TO award. (DITPR-DON Update) *Note
must be listed on Investment Review Board (IRB) approved list.

5.0 TASK ORDER At)MINISTRATION

Task Order administration is required; it provides the Government a means for task order management
and monitoring. The contractor shall ensure the Government’s requirements are met, delivered on
scheclcile, and performed within budget.

5.1 TASK ORDER LIAISON

The contractor shall assign a technical single point of contact, also known as the Program Manager (PM)
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who shall work closely with the Government Contracting Officer and Contracting Otficer’s
Representative (COR. as applicable. The contractor PM, located in the contractor’s facility, shall be
responsible for ensuring that the contractor’s performance meets all government contracting requirements
within cost and schedule. PM shall have the reqtiisite authority for full control over all company
resources necessary for task order performance. The PM shall have authority to approve task order
proposals or modifications in emergent situations. The PM shall be responsible for the following:
personnel management: nianagement of government material and assets: and personnel and facility
security. The contractor shall initiate quarterly meetings with the COR.

5.2 TASK ORDER MONITORING AND MAINTENANCE

The contractor shall he responsible for providing reqLtired support documentation. To address urgent
requirements. the contractor shall have processes established dLlring business and non-business
hours!davs in order to provide all necessary documentation and resources. NOTE: Direct/v billing It) a
Tusk Order to Tusk Order uu’arcl is J7rohthitCcl.

5.2.1 Task Order Administration Documentation

The contractor shall provide the following documentation:

5.2.1.1 Task Order Status Report (TOSR)

The contractor shall develop a Task Order Status Reports (CDRL A02 I ) and submit it monthly. The
contractor shall be responsible tbr collecting. integrating, and reporting all subcontractor reports.

(a) Monthly TOSR — the contractor shall develop and submit a Task Order Status Report (CDRL
A02 I ) monthly 30 days after TO award on the O of each month for the duration of the task order. The
contractor shall report on various TO functions: performance. schedule, financial. btisiness relations, and
staffing plan/key personnel; see Task Order Status Report (CDRL A02 I) for additional reporting details
and distribution instructions. CDRL A02 I includes a Staffing Plan (Attachment 1), and Personnel Listing
(Attachment 2) necessary for additional data collection as applicable.

(h) Data Calls — the contractor shall develop and submit Invoice Support Documentation (CDRL
A025) which is c—mailed to the COR within 8 working hours of the request. The contractor shall ensure
all information provided is the most current. Cost and funding data will reflect real-time balances.
Invoice Support Documentation (CDRL A025) shall account for all planned, obligated, and expended
charges and hours. The contractor shall include in the data call the following items and data:

I. Percentage of work completed

2. Percentage of funds expended

3. Updates to the POA&M and narratives to explain any variances

4. List of personnel (by location, security clearance, quantity)
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5.2.1.2 Task OrderCloseoutReport

The contractorshall developa Task Order (TO) CloseoutReport(CDRL A022) and submit it no later
than 15 daysbeforethe TO completiondate. The contractorshall he responsiblefor collecting,
integrating,and reportingall subcontractinginformation. SeeTask OrderStatusReport(CDRL A022)
for additional reportingdetailsand distribution instructions.

5.2. 1.3 CyhersecurityWorkforce (CSWF) Report

DoD 8570.0l-M and DEAR’s PGI 239.7102-3havepromulgatedthat contractorpersonnelshall have
documentedcurrentcvbersecuritvcertificationstatuswithin this task order. The contractorshall
develop,maintain,and submit a CSWF Report(CDRL A023) monthl’,. lAW clauseDFARS
252.239-7001,the contractor’shall provide a CvbersecuritvWorkforce (CSWF) Report(CDRL A023) list
that identifies thoseindividuals who are IA trainedand certified. Utilizing the format provided in CSWF
Report(CDR[. A023, AttachmentI ), the prime contractorshall be responsiblefor collecting, integrating.
and reportingall subcontractorpersonnel. SeeCSWF Report(CDRL A023) for additional reporting
detailsand distribution instructions. Contractorshall verify with the COR the properlabor category
cvbersecuritvdesignationand certification requirements.

5.2. 1.4 WAWE Invoicing Notification and SupportDocumentation

Pursuantto DEARS clause252.232-7003and 252.232-7006,the contractorshall submitpayment
requestsand receivingreportsusing DoD Invoicing. Receipt.Acceptance.and PropertyTransfer
(iRAPT) application(part of the Wide Area Work Ho’. (WAWE) c-BusinessSuite) which is a secure
governmentweb-basedsystemfbr electronic invoicing, receipt,and acceptance.In accordancewith
clause252.232-7006,the contractorshall providee-mail notification to the COR when paymentrequests
are submittedto the iRAPT/WAWE and the contractorshall include cost back—updocumentation(e.g.,
delivery receipts,time sheets.& material/travelcosts.etc.) to the invoice in IRAPT/WAWF. As
requested.the contractorshall directly provide a soil copy of the invoice and any supportinginvoice
documentation(CDRL A025) directly to the COR ‘ ithin 24 hoursof requestto assistin validatingthe
invoiced amountagainstthe products/servicesprovidedduring the billing cycle.

5.2.1.5 Labor Rate Limitation Notification

The contractorsshall monitor the follot\ing labor ratesas part of the monthly TaskOrder StatusReport
(CDRL A02 I, Attachment2 — Personnel[.isting). The contractorshall initiate requirednotification if
specifiedthresholdvalLres are met. The ability of a contractorto monitor labor rateseffectively will be
included in the taskorderQuality AssuranceSurveillancePlan (QASP)(Attachment1).

(a) Fully burdenlabor ratesper person(subcontractorincluded)chargedon taskorder— If the actual
invoiced fully burdenrate (inclusive of fee) of any individual in any labor categoryexceedsthe threshold
amountofS165.00/hourand the individual’s rate was not drsclosedprior to awardof the taskorder, the
contractorshall sendnotice and rationale(CDRL A026) for the identified labor rate to the COR who will
then sendappropriatenotification to the Contracting/OrderingOfficer. NOTE: Within one labor


